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METHODS AND APPARATUS FOR
INCOMPLETE MODULAR ARITHMETIC

This application claims the benefit of Provisional Appli-
cation No. 60/215,206, filed Jun. 29, 2000.

FIELD OF THE INVENTION

The invention pertains to modular arithmetic and crypto-
graphic systems and methods using modular arithmetic.

BACKGROUND OF THE INVENTION

The basic arithmetic operations (i.e., addition, subtrac-
tion, and multiplication) in the prime finite field GF(p) have
numerous applications in cryptography, such as decipher-
ment in RSA systems, Diffie-Hellman key exchange, elliptic
curve cryptography, the Digital Signature Standard (DSS),
and the elliptic curve digital signature algorithm (ECDSA).
These applications demand high-speed software and hard-
ware implementations of the arithmetic operations in the
field GF(p), typically for p in a range such that 160=[log,
(p)]£2048. Improved methods and apparatus are needed for
these and other applications.

SUMMARY OF THE INVENTION

Methods of performing modular arithmetic with respect to
a modulus p are provided that include representing operands
A, B as respective series of s w-bit words. At least one
arithmetic operation selected from the group consisting of
addition, subtraction, and multiplication is performed based
on the series of words of the operands to obtain an inter-
mediate result. The intermediate result is then processed so
that a corrected result C is obtained, wherein C is less than
or equal to p-1 and greater than or equal to 0. In represen-
tative embodiments, a set of incompletely reduced numbers
is defined based on the word size w and the modulus p and
the arithmetic operation is performed so that the intermedi-
ate values used to obtain the result C are incompletely
reduced numbers.

Modular addition methods are provided that include rep-
resenting a first operand and a second operand as a first and
a second series of words, respectively, wherein the first and
the second operands have the same or different values. A
series of word additions is performed between correspond-
ing words of the first and second operands to obtain a first
intermediate sum. A carry value associated with a sum of
most significant words of the operands is evaluated and a
correction factor for addition is added to the first interme-
diate sum if the carry value is one, thereby producing a
second intermediate sum. According to representative
embodiments, the correction factor for addition is repre-
sented as a series of words, and the step of adding the
correction factor to the first intermediate sum is performed
word by word. In further embodiments, the correction factor
for addition is F=2""-Ip, wherein m is a number of bits in s
w-bit words that represent the operands, and I is a largest
integer such that F is between 1 and p-1. According to
additional methods, a carry value associated with a sum of
most significant words of the first intermediate sum and the
correction factor is evaluated and the correction factor for
addition is added to the second intermediate sum if the carry
value is one.

Methods for modular subtraction with respect to a modu-
lus p are provided that include representing a first operand
and a second operand as a first and a second series of words,
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2

respectively, wherein the first and the second operands have
the same or different values. A series of word subtractions
between corresponding words of the first and second oper-
ands is performed to obtain a first intermediate difference. A
borrow value associated with a difference of most significant
words of the operands is evaluated, and based on the
evaluation, a correction factor for subtraction is summed
with the first intermediate difference to produce a second
intermediate  difference. According to representative
examples, the correction factor for subtraction is G=Jp-2",
wherein is a maximum number of bits used to represent an
operand and J is a smallest integer such that G is between 1
and p-1.

Methods of Montgomery multiplication are provided that
include representing a first operand and a second operand as
a first series and a second series of s w-bit words, respec-
tively and selecting a Montgomery radix R=2"". Corre-
sponding words of the first and second operands are multi-
plied to form word products and the word products are
processed to obtain a Montgomery product.

Transaction servers are provided that include inputs con-
figured to receive an authentication code and a processor
configured to receive and confirm the authentication code,
the processor including a word-wise, incomplete modular
arithmetic module. According to representative examples,
the arithmetic module includes computer executable instruc-
tions stored in a computer readable medium. In other
examples, the processor is configured to process words of
length w, and the arithmetic module is configured based on
the word length w. In additional examples, the arithmetic
module is configured to perform arithmetic modulo a prime
number p and the arithmetic module is configured to process
operands represented as s w-bit words, wherein

and k=[log,p]. According to further embodiments, the arith-
metic module includes memory configured for storage of a
correction factor for addition.

Cryptographic systems are provided that include a pro-
cessor having a a word-wise, incomplete-number arithmetic
processor. According to example embodiments, the arith-
metic processor is configured to process a cryptographic
parameter using addition, subtraction, or Montgomery mul-
tiplication based on a modulus p, wherein p is a prime
number.

Methods of processing a security parameter with respect
to a modulus p include representing the security parameter
as a series of s w-bit words and processing the security
parameter word by word to produce a processed value,
wherein the processed value is between 0 and 2™-1. An
output is produced by combining the processed value with a
correction factor.

Methods of processing a cryptographic parameter include
selecting a word length w and a modulus p, and representing
the cryptographic parameter as a series of s w-bit words,
wherein



US 7,080,109 B2

3

The cryptographic parameter is processed word by word to
produce an intermediate result, wherein the intermediate
result is an incompletely reduced number.

These and other embodiments and features of the inven-
tion are described below with reference to the accompanying 3
drawing.

4

multiple of w, then k=(s-1)w+u, wherein u<w is a positive
integer, and only the least significant u bits of the MSW
(A,.,) are needed. The most significant (w-u) bits are not
needed for storing the k bits of p and these bits can be
assigned zero value. This representation of the element A is
summarized in Table 1.

TABLE 1

Representation of an element A of the field GF(p) with s w-bit words.

Ay

Ao

0...0a5 1jwrut -+ As—ljw

w-u

As-yw—1 + + + Ae-2w

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a transaction processor that 20
performs customer authentication and includes a word-wise
arithmetic processor based on incompletely reduced num-
bers.

DETAILED DESCRIPTION »

Arithmetic in the field GF(p) is referred to as modular
arithmetic with respect to a prime modulus p. The elements
of the field GF(p) can be represented as members of the set 30
of integers {0, 1, . . ., (p-1)}, and the field GF(p) is closed
with respect to the arithmetic operations of addition, sub-
traction, and multiplication. In many applications, the modu-
lus p is represented as a k-bit binary number, wherein k is in
the range [160, 2048]. The prime number p can be repre- 3°
sented as an array of words, wherein each word includes
w-bits. In many software implementations w=32, but w can
be 8 or 16 for 8-bit or 16-bit microprocessors, respectively,
but longer word lengths can be used.

Scalable methods are methods in which values of the *
prime modulus p and a corresponding bit length k are
unrestricted. In addition, scalable methods generally do not
limit the modulus p to a special form as some prime-number-
specific methods require. The bit-length k of the modulus p
need not be an integer multiple of the processor wordsize.

As used herein to describe representative methods, k, u, s,
and m are defined as follows: k=[log,p] is a number of bits
required to represent the prime modulus p; w is a word size;

50

55
is a number of words used to represent the prime modulus

p; and m=sw is a total number of bits in s words.

For purposes of illustration, numbers are conveniently
represented as unsigned binary numbers and two’s comple-
ment arithmetic is used. An element A of the field GF(p) can 60
be represented as s words of unsigned binary integers such
that A=(A_;A_,...AA,), wherein words A, fori=0, 1, . . .,
(s-1) include w-bit unsigned binary numbers. A, is a most
significant word (MSW) of A and A, is a least significant
word (LSW) of A. A bit-level representation of A is A=(a_ 65
185 . - . 2,8). A most significant bit (MSB) of Ais a, ; and
a least significant bit (LSB) of A is a,. If k is not an integer

While the representation of the field element A of Table 1
can be used for execution of bit-level arithmetic operations
in the field GF(p), such bit-level operations are generally
slow and inefficient. Faster execution can be obtained based
on word-level operations using incomplete modular arith-
metic as illustrated below. For purposes of explanation,
completely reduced numbers, partially reduced numbers,
and unreduced numbers in the field GF(p) are defined as
follows. Completely reduced numbers are numbers ranging
from 0 to (p—1) and a set C of completely reduced numbers
is the set C={0, 1, . . . (p-1)}. Incompletely reduced numbers
are numbers ranging from 0 to (2"-1) and a set I of
incompletely reduced numbers is the set I={0, 1, . . .,

p-1,p,p+1, . .., (2"-1)}. Unreduced numbers are numbers
ranging from p to (2'-1) and a set U of unreduced numbers
is the set U={p,p+1, . . ., (2"-1)}. These sets are related as

Ccl, Uc], and U=I-C.

For AEC there typically are one or more associated
incompletely reduced numbers BEI such that A=B (mod p).
The incompletely reduced number(s) B can be converted to
the completely reduced number A by subtracting integer
multiples of p from B. Arithmetic operations can be per-
formed with B instead of A. The elements of the set I use all
bits of the s words (i.e., completely occupy the s words) as
shown in Table 2.

TABLE 2

Representation of incompletely reduced numbers as s w-bit words.

Boy B, By Bo

Bewet « + + Brectyw Dietymt - Diaayr « + baget «+ by by .. bo

Arithmetic operations performed based on incompletely
reduced numbers can avoid bit-level operations on the
MSW. Word-level operations can be performed and checks
for carry bits performed at word boundaries, not within
words. In addition, reductions by p can be avoided until an
output is needed that is in the set C.

Implementation of the subtraction operation requires a
representation of negative numbers and positive numbers. A
least positive residues representation can be used that per-
mits representation of positive and negative numbers
modulo-p. In such a representation, numbers remain posi-
tive. For example, if the result of a subtraction operation is
a negative number, then the negative result is converted to
a positive number by adding p. For example, for p=7, the
operation s=3—-4 is performed as s=3-4+7=6. The numbers
from O to (p-1)/2 can be interpreted as positive numbers
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modulo-p, while the numbers from (p-1)/2+1 to p—1 can be
interpreted as negative numbers modulo-p.

As a specific example of the representation described
above, let the prime modulus p=11=(1011) and a word size
w=3 bits. Then k=4 bits and s=[k/w]=[4/3]=2 words so that
m=2-3=6 bits. The completely reduced set C={0, 1, .. ., 9,
10} and the incompletely reduced set I={0, 1, . . ., 62, 63}.
Incompletely reduced numbers occupy 2 words as A=(A A,)
=(asa,ja; aa,a,). For example, the decimal number 44 is
represented as (101 100) in binary or (5 4) in octal. An
incompletely reduced number (or numbers) B associated
with a number A is obtained as B=A+i-p, wherein B is in the
range [0, 63] and i is a positive integer. For example, if A=5,
then associated incompletely reduced numbers are {5, 16,
27,38, 49, 60}. The incompletely reduced representation is
redundant and is denoted as, for example, 3={5, 16, 27, 38,
49, 60} to represent the residue class 3. In general, A is
referred to as the residue class of A.

Cryptographic methods and apparatus are described that
include arithmetic operations based on incompletely
reduced numbers. Representative methods are described
below.

Modular Addition of Incompletely Reduced
Numbers

Incompletely reduced numbers can be as large as 2"-1
and some reduction operations are typically avoided because
numbers are not restricted to the range [0,p-1]. For example,
elements A, B of GF(p) are added to produce a sum X, such
that X:=A+B (mod p). If X does not exceed 2™, no reduction
is performed. Reduction is performed if there is a non-zero
carry-out from addition of the MSWs of A and B. For
convenience, the notation (c, S,) is defined as

(¢,S)=A+B+c (D
and indicates a word-level addition operation that adds
one-word numbers A, and B, and a one-bit carry-in ¢ to
produce a one-bit carry-out ¢ and a one-word sum S,. (The
one-bit carry ¢ is referred to as both a carry-out and a
carry-in.) A representative addition method is summarized in
Table 3.

TABLE 3
Modular addition using incomplete numbers.
Inputs: A=A ... AlApand B=(B._;...BBy)
Auxiliary: F=(F,_,...FFy
Output: X=XK_...XXp)
Step 1: c=0
Step 2: fori=0tos-1
Step 3: (¢, S)=A;+B;+¢
Step 4: if ¢ = 0 then return X = (S__; ... S;S¢)
Step 5: c=0
Step 6: fori=0tos-1
Step 7: (¢, T) =S; +F; +¢
Step 8: if ¢ = 0 then return X = (T__, . .. T, Ty)
Step 9: c=0
Step 10: fori=0tos-1
Step 11: (c,Up=T;+F +¢
Step 12: return X = (U_, ... UUp)

If the carry-out ¢ from the addition of the MSWs of A and
B is zero, then Step 4 of Table 3 produces the correct sum
as X=S=(S,, . .. S;S,). If the carry-out c=1, then the
carry-out is initially disregarded to obtain S:=S-2" and then
S is corrected in steps 5-8. In modulo-p arithmetic, integer
multiples of p can be added or subtracted to numbers without
changing values computed modulo-p. Accordingly, S is
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6
corrected as T:=(S-2")+F, wherein F=(F_, . . . F\F,) is
called a correction factor for addition and is defined as

F=2"-Ip, @
wherein [ is largest integer that brings F into the range [1,
p-11, i.e., I=|2"/p|. F is precomputed and saved. By per-
forming the operation T:=(S-2"")+F, a modulo-p reduction is
performed as

T =(S-2")+F=S-2"+2"-Ip=S-Ip. (3)
Thus, the result X=T is correct modulo-p after Step 8.
However, the operation T:=S+F can cause a carry-out from
the MSWs of S and T. The input operands A and B are
arbitrary numbers and can be as large as 2™-1, so that a
maximum sum S=2"*'-2. By ignoring the carry-out ¢ of
Step 3, S=2"-2 is obtained. Therefore, the computation
T:=S+F in Step 7 can produce T that is greater than 2™ and
an additional correction can be performed in Steps 9-11.
After Step 11, the maximum value of U is less than 2™ and
the carry-out ¢=0. This is summarized as follows:

U=(T=2")4F =222+ F=-24F <-24p-1<2". )

Thus, corrections are applied as needed, and the sum is
returned as a completely reduced number.

ADDITION EXAMPLES

Let p=11, k=4, w=3, m=6, s=2, so that
F=2"-|2"/p|:p=64-[2%/11 |-11=64-5-11=9. ®
The addition of 4={4, 15, 26, 37, 48, 59} and 3={5, 16,

27, 38, 49, 60} is illustrated using, for example, the incom-

pletely reduced numbers 26 and 27.

S=26+27

=53 (¢ =0 so Step 4 returns sum)

Because ¢=0 at Step 4, no correction is needed. Note that 53
is an element of the residue class 9={9, 20, 31, 42, 53}.

In another example, a first correction (Steps 5-8) is used.
Addition of 4={4, 15, 26, 37, 48, 59} and 3{5, 16, 27, 38,
49, 60} using incompletely reduced numbers 37 and 49 is
carried out as

S$=37+49
=86 (¢ =1 so Step 4 does not return sum)

=86-64 (carry ignored in Steps 5-7)

=22
T=22+9 (apply correction in Steps 5—7)
=31 (¢ =0 so Step 8 returns sum)

The result is correct because 31 is equivalent to 9={9, 20, 31,
42, 53}

In another example, a second correction of Steps 9-12 is
used. This second correction is similar to that of Steps 5-8
in that the correction factor F is added to a prior result. The
addition of 6={6, 17, 28, 39, 50, 61} and 7={7, 18, 29, 40,
51, 62} using the incompletely reduced numbers 61 and 62
is:
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S=61+62
=123 (¢ =1 so Step 4 does not return sum)
=123-64 (ignore carry)
=59
T=59+9 (apply correction in Steps 5-7)
=68 (¢ =1 so Step 8 does not return sum)
=68—-64  (ignore carry)
U=4+9 (apply correction in Steps 9-1 l)
=13 (return sum in Step 12)

This result is correct since 13 is in an element of the residue
set 2={2, 13, 24, 35, 46, 57}.

Modular Subtraction of Incompletely Reduced
Numbers

Modular subtraction can be performed using two’s
complement arithmetic. Input operands can be in the least
positive residues representation and operands are repre-
sented as incompletely reduced numbers. For convenience,

(b,S;):=A4~B~b (6)
denotes a word-level subtraction operation in which a one-
word number B, and a one-bit borrow-in b are subtracted
from a one-word number A, to produce a one-word number
S, and a one-bit borrow-out b. The one-bit borrow b is
referred to as both a borrow-in and a borrow-out. A repre-
sentative subtraction method for computing X=A-B (mod
p) is summarized in Table 4.

TABLE 4

Modular Subtraction Using Incomplete Numbers

Inputs: A=A ... AlApand B=(B._;...BBy)
Auxiliary: G=(G,_;...GGp)and F=(F,_,...FFy
Output: X=XK_;...XXp)

Step 1: b:=0

Step 2: fori=0tos-1

Step 3: (b,S)=A;-B,-b

Step 4: if b =0 then return X = (S,_; . .. S;Sy)

Step 5: c=0

Step 6: fori=0tos-1

Step 7: (¢, T)) == 8; + G; +¢

Step 8: if ¢ = 0 then return X = (T,_; . .. T, Tp)

Step 9: c=0

Step 10: fori=0tos-1

Step 11: (c,Up=T;+F +¢

Step 12: return X = (U,_; ... UUpy)

If b=0 after Step 4, then the result is positive reduced
number. If b=1, then the result is negative, and a two’s
complement result is obtained as

S:=A-B=A+2"-B. 7
The result S is in the range [0, 2"-1] but is incorrectly
reduced, i.e., 2 has been added. This is corrected by adding
G=(G,_, . .. G,G,), wherein G is a correction factor for
subtraction defined as

G=Jp-2", ®
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wherein J is the smallest integer that brings G into the range
[1,p-11, i.e., J=[2"/p]. The sum of the correction factors for
addition and subtraction F+G=p because

F+G=2"~Ip+Jp-2"=(J-Dp=([2"/p-12"/p p=p, ©

so that G=p-F or F=p-G. The result S is corrected to obtain
T in Steps 5-8. After the correction of S in Step 8, a further
correction is determined as

T=S+G=A+2"—B+Jp-2"=A-B+Jp. (10)
Similar to Step 8 of the addition method of Table 3, this
correction can cause a carry from operand MSWs, requiring
another correction that is performed in Steps 9-11. No
further correction is needed after Step 12, since the maxi-
mum value S=(2"-1) gives

US(2m-1)+G-2"+F=—1+p<2™. 1)

SUBTRACTION EXAMPLES

Let p=11, k=4, w=3, m=6, s=2, so that G is

G=[2"/p]p-2"=]2%/11]11-64=6-11-64=2. (12)
Because F+G=p, G can also be obtained as G=p-F=11-9=2.
The subtraction operation S:=5-7 is illustrated using the
incompletely reduced equivalents 49 and 40 of 5 and 7,
respectively, wherein 3={5, 16, 27, 38, 49, 60} and 7={7, 18,
29, 40, 51, 62}.

§=49-29

=20 (b =0 return Step 4)

This result is correct since 20 is an incompletely reduced
number in the residue class 9={9, 20, 31, 42, 53} and
5-7=-2=9 (mod 11).

The same subtraction operation S:=5-7 using the incom-
pletely reduced equivalents 16 and 40 is performed as

S=16-40
=-24 (b =1 so Step 4 does not return difference)
=64-24 (two's complement Step 4)
=40
T=40+2 (apply correction Steps 5- 8)
=42 (¢ =0 so return difference in Step 8)

The incompletely reduced number 42 is also correct because
42 is an element of the residue class 9={9, 20, 31, 42, 53}.

In another example, the correction (Steps 9—12) is used.
The residue classes associated with 5 and 6 are 3={5, 16, 27,
38, 49, 60} and 6={6, 17, 28, 39, 50, 61}, respectively. The
subtraction operation 5-6 is performed using incompletely
reduced numbers 49 and 50:

§=49-50

=-1 (b =1 so Step 4 does not return difference)
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-continued
=64—-1 (two's complement Step 4)
=63
T=63+2 (apply corrcetion Steps 5- 8)
=65 (¢ =1 so Step 8 does not return difference)
=65-64 (ignore carry Step 8)
=1
U=1+9 (apply correction Steps 9- 1 l)
=10 (return difference in Step 12)

The result is correct because 10=-1 (mod 11).

Montgomery Modular Multiplication

Modular multiplication of operands A and B to obtain a
product C:=AB (mod p), typically requires reduction opera-
tions to reduce the product AB by multiples of the modulus
p- Reduction operations typically use bit-level shift-subtract
operations, but word-level operations are generally more
efficient. Reduction operations can be avoided using so-
called Montgomery modular multiplication that is described
in, for example, P. .. Montgomery, “Modular Multiplication
without Trial Division,” Mathematics of Computation
44:519-521 (1985). A Montgomery product of operands A,
B is defined as:

T:=ABR™! (mod p), 13)
wherein R is an integer such that gcd(R,p)=1. Generally R
is selected as the smallest power of 2 that is larger than p,
i.e., R=2F, wherein k=[log,p]. Thus, 1<p<R and 2p>R. If k
is not an integer multiple of the word-length w, then bit-level
operations can be necessary. Bit-level operations can be
avoided with R=2", wherein m=sw.

According to a representative method, a Montgomery
multiplication method uses incompletely reduced numbers.
Operands A and B that are in the range [0, 2™-1], are
processed to obtain an incompletely reduced result T, also in
the range [0, 2”-1]. T is obtained based on Equation (13).
Montgomery multiplication computes the result T based on

- AB + p(ABp'modR) (14)

R >

wherein p' is selected such that

RR -pp'=1, 1s)
and R™* is a modular multiplicative inverse of R. Incomplete
Montgomery multiplication is performed by receiving oper-
ands A, B that are in the range [0, R-1] and computing a
result T according to Equation (14). Because A, B<R, the
maximum value of T is

(16)

(R—l)(R—1)+p(R—l):(R—l)(R—1+p)<

R-1
R +
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Therefore, T can exceed R only by an additive factor p, so
that a single subtraction of p can return T to the range [0,
R-1].

A word-level description of Montgomery multiplication
can be described based on a word-level multiplication
operation written as

(. T):=T+4;Bs+c, 17)
in which a new value of T, and a new carry word c are
computed using a previous value of T, 1-word operands A,,
B, and a carry word c. The quantities A, B, T, ¢ are
one-word numbers in the range [0, 2'-1]. Because

(2= D)+ =1)-(27-1)+(27-1)=(2 - 1)(2"+1)=22"-1, (18)
the result of the operation in (17) is a 2-word number
represented using the 1-word numbers T, and c.

Various implementations of Montgomery multiplication
are described in, for example, C. K. Koc et al., “Analyzing
and Comparing Montgomery Multiplication Algorithms,”
IEEE Micro 16:26-33 (1996). An algorithm that computes
T using a least significant word of p' defined by Equation
(15) is presented below. Since R=2"", Equation (15) can be
reduced modulo 2" to obtain

-pp'=1 (mod 2") (19)
Let Py and Q, be the LSWs of p and p', respectively. Then,
Q, is a negative of the multiplicative inverse of the LSW of
p modulo 2%, i.e.,

Qo=-Py! (mod 2%). (20)
This one-word number can be computed very quickly using
a variation of the extended Euclidean algorithm given in S.
R. Dusse and B. S. Kaliski, “A Cryptographic Library for the
Motorola DSP56000,” in Lecture Notes in Computer Sci-
ence, vol. 473 (Springer Verlag, 1990). A Montgomery
multiplication method for computing T=AB2™™ (mod p)
using Q, is summarized in Table 5.

TABLE 5
Montgomery Modular Multiplication Using Incompletely Reduced
Numbers
Inputs: A=(A_,...AAg)and B=(B__, ... BBy
Auxiliary: Qoandp=(P,_;...PPy
Output: T=(T_;...T Ty
Step 1: forj=0tos-1
Step 2: T, =0
Step 3: fori=0tos-1
Step 4: c:=0
Step 5: forj=0tos-1
Step 6: (e, T;) =T; + A; - B +c
Step 7: T,=c
Step 8: M =Ty - Qg (mod 2%)
Step 9: ci=(Tog+ M- Py)2%
Step 10: forj=1tos-1
Step 11: e Ti_)=T;+M-P;+¢c
Step 12: (c, T,_y) =T, 4+c
Step 13: ife=0return T= (T,_; ... T Tp)
Step 14: b:=0
Step 15: forj=0tos-1
Step 16: (b, T;) =T;-PF-b
Step 17: return T = (T, ... T Tp)

In Steps 1 and 2, words of the result T are assigned zero
values. The final result T=AB2™ (mod p) is stored as
s-words. An initial multiplication loop (Steps 3—7) computes
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a partial product T of length s+1. For i=0, T:=A,B. Because
ALE[0, 2"7*] and B €[0, 2™71], then

T ow—ligm=l_gw—Laysw—1_s(s+1w-2.

In Steps 8-12, T is reduced modulo-p so that T is s words
long. This is accomplished using the following substeps.
First, in Step 8, the LSW of T is multiplied by Q, modulo 2.
Q, is the LSW of p' and is equal to —P,~* (mod 2"). Thus,
a one-word number M is

M:=TyQo=To(-Po™")=-ToPs ™" (mod 2¥).

In Step 9, T,+M-P, is computed and is equal to

X:=Tg+M-Po:=To+(-ToPo P

Note that X is a 2-word number, however, the LSW of X is
zero since

Tot(~ToPo HPo=0 (mod 2%).

Therefore, after division by 2" in Step 9, a 1-word carry ¢
from the computation To+M-P,, is obtained. In Steps 10-12,
computation of T+M-P is completed. Since the LSW of the
result is zero, the result is shifted by 1 word to the right
(towards the least significant bit) in order to obtain the
s-word number given by Equation (14).

According to Equation (16), the result computed at the
end of Step 12 can exceed R-1 by at most p, and thus, a
single subtraction can return the result to the range [0, R-1].
In Step 13, the value of the carry is checked. If the carry is
1, T exceeds R-1. If the carry is O, then the result T is
returned in Step 13 as the final product. Otherwise, a
subtraction T:=T-p is performed to return T to the range [0,
R-1]. The subtraction operation is accomplished in Steps
14-16, and the final product is returned in Step 17.

Therefore, this Montgomery modular multiplication
method works even if the modulus R=2"" is much larger
than p, i.e., it need not be the smallest number of the form
2" which is larger than p. While there may be several
correction steps needed in the addition and subtraction
operations, a single subtraction operation is sufficient for
computing the Montgomery product T=AB2™" (mod p).

One important difference between incomplete and com-
plete Montgomery multiplication pertains to the manner in
which the input and output operands are specified. The radix
R in complete Montgomery multiplication is R=2%, while
incomplete Montgomery multiplication uses the value 2%,
and avoids bit-level operations, even if k is not an integer
multiple of w. Complete Montgomery multiplication
requires that input operands be complete, i.e., numbers in the
range [0, p—1], while the incomplete Montgomery multipli-
cation algorithm requires that input operands be in the range
[0, 2"-1]. Complete Montgomery multiplication computes a
final result as a completely reduced number, i.e., a number
in the range [0, p-1], while incomplete Montgomery mul-
tiplication computes the result in the range [0, 2"'-1].

MULTIPLICATION EXAMPLES
Let p=53, k=4, w=3, m=6, and s=2. Since p=53=(110101)
and P,=(101)=5, Q,=-P," (mod 2") is
Qo=—5"" (mod 8)=-5=3,
and R=2"=25=64. These values are used to describe two
representative examples. In a first example, a product of

operands of 3={5, 58} and 7={7, 60} using the incompletely
reduced numbers 58 and 60 is obtained. With A=58=(111
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010) and B=60=(111 100), e T=A-B-R™! (mod p) is deter-
mined according to the method of Table 5 as follows:

TABLE 6
Montgomery Multiplication of the Incompletely Reduced Numbers 58
and 60.
Step 3: i=0

Step 4, 5, 6 and j = 0:
Step 5, 6 and j = 1:

(c, Tg) i=Ag - By = 2+ 4 = 8 = (001 000).
(6, T)i=Ag B +c=2-7+1=15=
(001 111).

Step 7: T, =c¢ =1 so that T = (001 111 000)
Step &: M=T, Qy=0"3 (mod 8 =0.
Step 9: c=(To+M-Py)/&8=(0+0-5)/8=0.

Step 10, 11 and j = 1: (c,Te)=T;+M-Pi+c=7+

0-6+0=7=(000111).

Step 12: (e, T)=Tr,+c=1+40=1=
(000 001) so that T = (001 111).
Step 3: i=1

Step 4, 5, 6 and j = 0: (¢, To) =Ty +A; By =
7+ 74 =35=(100011).
(¢, T):=T, +A "B, +

c=1+7-7+4=54= (110 110).

Step 5, 6 and j = 1:

Step 7: T, =c = 6sothat T = (110 110 011).
Step &: M=T, Qy=3"3 (mod 8 =1.
Step 9: c=(To+M-Py)/8=(3+1-5/8=1.

Step 10, 11 and j = 1: (c, To)) =T, +M-P, +

c=6+1-6+1=13= (001 101).

Step 12: (e, T)=Tr+c=6+
1=7=(000111) and T = (111 101).
Step 13: Since ¢ = 0, return T = (111 101).

The result is the incomplete number T=(111 101)=61. A
corresponding complete number is § that is equal to 5-7-647"
(mod 53).

In a second example, a product of 8={8, 61} and T0={10,
63} using the incompletely reduced numbers 61 and 63 is
obtained. 1With A=61=(111 101) and B=63=(111 111),
T=A-B-R (mod p) is determined using the method of Table
5 including subtraction steps (Steps 14-17). The second
example is summarized in Table 7.

TABLE 7

Montgomery Multiplication of the Incompletely Reduced Numbers 61
and 63.

i=0

(c, To) = Ag - By =57 =35 = (100 011).
(6, T)i=Ag B +c=5-7+4=39=
(100 111).

Step 3:
Step 4, 5, 6 and j = 0:
Step 5, 6 and j = 1:

Step 7: T, = ¢ =4 so that T = (100 111 011)
Step &: M=Ty-Qp=3"-3(mod8)=1.
Step 9: c=(To+M-Py)8=(3+1-5y8=1.

Step 10,11 and j=1: (¢, To)=T, +M-P+c=7+

1-6+1=14= (001 110).

Step 12: (e, T)=Tr,+c=4+1=5=
(000 101) and T = (101 110).
Step 3: i=1

Step 4, 5,6 and j = 0: (¢, Tg) =Ty +A; "By =

6+ 77=>55=(110 111).

(e, T):=T,+A,-B; +
c=5+7-7+6=060= (111 100).

Step 5, 6 and j = 1:

Step 7: T,=c¢=6and T = (110 110 011).
Step &: M=Ty-Qp=7"-3 (mod 8) =5.
Step 9: c=(To+M-Py)y8=(7+5-5)8=4.

Step 10, 11 and j=1: (¢, Tg) =T, + M- P, +

c=4+5-6+4=38= (100 110).

Step 12: (e, T)=Tr+c=7+
4 =11 = (001 011).
Step 13: Since ¢ = 1, execute the subtraction steps below.
Step 14: b=0.
Step 15,16 and j=0: (b, Tg)=To-Po-b=6-5-0=1=
(000 001).
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TABLE 7-continued

14

TABLE 9

Montgomery Multiplication of the Incompletely Reduced Numbers 61
and 63.

Signature generation times (in msec) for ECDSA over GF(p).

C code only C + Assembly
Step 15,16 andj=1: (b,T)=T;-P;-b=
3-6-0=-3(mod 8) = 5(000 101). k Complete Incomplete % Incomplete
Step 17: Return T = (101 001) = 41.
161 13.6 12,0 12 53
176 14.8 12.9 13 5.8
The result is the completely reduced number T=(101 10 192 16.5 14.7 11 6.6
001)=41 that corresponds to 8-10-6471 (mod 53). 193 208 184 12 8.5
Incomplete addition, subtraction, and Montgomery mul- ;gi ;ig ;?Z ﬁ g';
tiplication methods have been implemented in C-language 225 29.8 26.5 11 12.2
instructions for use on a 450-MHz Pentium Il computer with ;‘5‘2 ;11; %-z }8 } i-g
256 megabytes of memory and a WINDOWS NT operating 13 : : :
system. For comparison, conventional (complete) operations
were also implemented and execution times and speed-up Improved cryptographic methods and apparatus based on
for incomplete and complete operations are summarized in incomplete arithmetic include cryptographic systems and
Table 8. Speed-up is calculated by subtracting the incom- ,,, software modules that determine cryptographic parameters
plete execution time from the complete execution time and ~ and, for example, produce ciphertext from plaintext or
dividing by the complete execution time. As can be seen recover pl.alnt.e).(t frgm ciphertext. S.1m1.lar operations are
from Table 5, incomplete addition is 34%43% faster than 2150 used in digital signature authentication and production
complete addition in the range of k from 161 to 256. and other security apphcatlons. In.a part.lcular application,
Similarly, incomplete subtraction is 17%-23% faster than 25 °0¢ OF more.of the incomplete ar.lthmetlc methods opera-
. . tions can be implemented as a series of computer-readable
complete subtraction. The speed-up of the incomplete sub- . . . :

o is 1 han that for i | adition d h instructions for execution with a general purpose computer
traction 1s less 1 an.t at for meomp’ ele a 1t10p ue to the or application-specific processor. Such methods and appa-
number of correction steps used. in subtraction. Only a  pa45 can include one or more of the incomplete arithmetic
3%—5% speed-up is obtained for incomplete Montgomery . operations.
multlp.hc?mon since incomplete and complete Mon?gomel.'y The arithmetic methods described above can be applied to
have similar numbers of steps. Table 8. Execution times (in cryptographic parameters such as public keys, private keys,
usec) and speed-up (%) for incomplete and complete arith- ciphertext, plaintext, digital signatures, and other parameters
metic operations. and combinations of parameters.

Addition Subtraction Multiplication
K Complete Incomplete % Complete Incomplete % Complete Incomplete %
161 1.85 111 40 143 1.10 23 480 4.58 5
176 1.90 111 42 138 1.10 20 474 4.57 4
192 2.00 1.26 37138 1.04 25 479 4.62 4
193 1.98 1.23 38 147 1.20 18 6.36 6.17 3
208 2.14 1.22 43 146 1.19 18 6.40 6.13 4
224 203 1.28 37145 1.16 20 635 6.17 3
225 2.20 1.30 41 158 1.29 18 8.06 7.73 4
240 2.23 1.32 41 153 1.27 17 803 7.74 4
256 231 1.52 34 153 1.27 17 802 7.76 3
50
In addition to the above examples, ECDSA over the finite With reference to FIG. 1, a financial transaction apparatus
field GF(p) as described in, for example, National Institute 100 includes customer input 105 configured to receive
for Standards and Technology, “Digital Signature Standard customer data such as customer identification parameters
(DSS),” FIPS Pub. 186-2 (2000), has been implemented to o and one or more customer security codes. The apparatus 100
estimate performance improvements achievable with incom- also includes a processing unit 110 that receives customer
plete arithmetic. Execution times (in msec) for the ECDSA parameters and codes, and processes at legst one ofthe COd?S
signature generation operation are listed in Table 9. These to authenticate the customer 1dent1ﬁcat.10n. An arlthmetlc
. . : . module 115, under control of the processing unit 110, is used
times were obtained without precomputation of any values. o,
. . to perform at least some steps of authentication. The module
ECDSA code was executed several hundred times using two 60 . .
diff d Lot for bit 1 b . 115 is configured to execute word by word (word-wise)
! er.ent random e lp.tIC curve set§ or bit lengths as speci- arithmetic using incompletely reduced numbers. Such a
fied in Table 9. The implementation results show that the module is referred to as a word-wise, incomplete arithmetic
ECDSA algorithm can be executed 10%—13% faster using unit. In some examples, a general purpose computer
incomplete modular arithmetic. Coupled with some 45 executes modular arithmetic operations using instructions

machine-level programming, the ECDSA algorithm can be
made even faster, as shown in the last column of Table 9.

stored in a computer readable medium such as a hard disk,
floppy disk, CD-ROM, or in a volatile or non-volatile
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memory. Upon authenticating the customer codes, the appa-
ratus responds to transaction requests provided to the input
105 or otherwise provided.

Other apparatus and applications having a modular arith-
metic component include encryption systems, decryption
systems, digital signature systems, and data verification
systems. Some specific examples are transaction servers and
systems for processing and retrieval of sensitive information
such as patient medical records, customer data, vendor data,
and other personal or financial data. Representative appara-
tus that include such arithmetic processing are SmartCards,
cell phones, and servers, including servers for Internet-based
applications. The incomplete arithmetic methods and appa-
ratus provide rapid execution using simple processors and
have modest storage requirements and are therefore suited
for power and cost sensitive applications. Because the
methods and apparatus provide rapid execution, they are
suitable for applications requiring processing of numerous
transactions. In addition, because the methods are scalable,
they are readily adapted for variable cryptographic param-
eter sizes, such as increasing bit lengths for keys.

While the invention has been described with reference to
several examples, it will be apparent to those skilled in the
art that these examples can be modified in arrangement and
detail. We claim all that is encompassed by the appended
claims.

What is claimed is:

1. A transaction server, comprising:

an input configured to receive an authentication code; and

a processor configured to receive and confirm the authen-
tication code, the processor including a word-wise,
incomplete modular arithmetic module, wherein the
arithmetic module is configured to perform arithmetic
modulo a prime number p and to process operands
represented as an integer number s of w-bit words,
wherein

and k is an integer such that k=[log.p].

2. The transaction server of claim 1, wherein the arith-
metic module includes computer executable instructions
stored in a computer readable medium.

3. The transaction server of claim 1, wherein the processor
is configured to process words of length w, and the arith-
metic module is configured based on the word length w.

4. The transaction server of claim 1, wherein the arith-
metic module includes memory configured for storage of a
correction factor for addition.

5. The transaction server of claim 1, wherein the arith-
metic module includes memory configured for storage of a
correction factor for subtraction.

6. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the processor includes an input
configured to receive a series of s w-bit words associated
with a cryptographic parameter, an output configured to
deliver an incompletely reduced number based on the series
of words, and memory configured to store a value of a
Montgomery radix R=2°".

7. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the word-wise, incompletely-re-
duced-number arithmetic module includes:
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an input configured to receive a first operand and a second
operand as a first and a second series of words, respec-
tively, wherein the first and the second operands have
the same or different values; and

a processor configured to execute a series of word addi-

tions between corresponding words of the first and
second operands to obtain a first intermediate sum and
evaluate a carry value associated with a sum of most
significant words of the operands, and based on the
evaluation of the carry value, add a correction factor for
addition to the first intermediate sum to produce a
second intermediate sum, wherein the correction factor
for addition is F=2"-Ip, wherein m is a maximum
number of bits in the words that represent the operands,
p is a modulus, and I is a largest integer such that F is
between 1 and p-1.

8. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the word-wise, incompletely-re-
duced-number arithmetic module includes:

memory configured to represent a first operand and a

second operand as a first and a second series of words,
respectively, wherein the first and the second operands
have the same or different values: and

a processor configured to execute a series of word sub-
tractions between corresponding words of the first and
second operands to obtain a first intermediate differ-
ence, evaluate borrow value associated with a differ-
ence of most significant words of the operands, and add
a correction factor for subtraction to the first interme-
diate difference based on the evaluation of the borrow
value to produce a second intermediate difference,
wherein the correction factor for subtraction is G=Jp-
2™, wherein m is a maximum number of bits used to
represent an operand, p is a modulus, and I is a smallest
integer such that G is between 1 and p-1.

9. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the word-wise, incompletely-re-
duced-number arithmetic module includes:

a first input and a second input configured to receive a first
operand and a second operand as a first series and a
second series of s w-bit words, respectively;

an input configured to receive a Montgomery radix
R=2""; and

the processor is configured to multiply corresponding
words of the first and second operands to form word
products and obtain a Montgomery product based on
the Montgomery radix and a prime modulus p.

10. The cryptographic system of claim 9, further com-
prising memory configured to receive a correction factor
based on a negative inverse of a least significant word of a
representation of the prime modulus p as a series of words
of length w.

11. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the word-wise, incompletely-re-
duced-number arithmetic module includes:

a memory configured to store representations of at least
one cryptographic parameter as a series of s w-bit
words;

wherein the a processor is configured to process the
cryptographic parameter word by word to produce a
processed value, wherein the processed value is
between 0 and 2°'-1; and
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an output configured to deliver an output value based on
a combination of the processed value and a correction
factor, wherein the correction factor is determined
based on the value of 2°".

12. The method of claim 11, wherein the processor is
configured to determine the correction factor based on a
carry or borrow value produced with a most significant word
of the cryptographic parameter.

13. A cryptographic system, comprising a processor that
includes a word-wise, incompletely-reduced-number arith-
metic module, wherein the word-wise, incompletely-re-
duced-number arithmetic module includes:

an input associated with selection of a modulus p;

a memory configured to represent the cryptographic

parameter as a series of s w-bit words, wherein s is an
integer, an integer k is given by k=[log,p], and

20
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and

the processor is configured to process the cryptographic
parameter word by word to produce an intermediate
value that is represented as an incompletely reduced
number.

14. The cryptographic system of claim 13, wherein the
arithmetic module is configured to process the cryptographic
parameter using addition modulo-p, wherein p is a prime
number.

15. The cryptographic system of claim 13, wherein the
arithmetic module is configured to process the cryptographic
parameter using subtraction modulo-p, wherein p is a prime
number.

16. The cryptographic system-of claim 13, wherein the
arithmetic module is configured to process the cryptographic
parameter using Montgomery multiplication with respect to
a modulus p, wherein p is a prime number.



