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LEAN MULTIPLICATION OF
MULTI-PRECISION NUMBERS OVER GF(2M)

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application 60/401,574, filed Aug. 6, 2002, and U.S.
Provisional Patent Application 60/419,204, filed Oct. 16,
2002, both of which are incorporated herein by reference.

FIELD OF INVENTION

This application relates to the efficient multiplication of
large numbers in a variety of different environments, includ-

ing cryptography.
BACKGROUND

Performing mathematical operations on large numbers can
be a time-consuming and resource-intensive process. One
method of handling large numbers involves dividing the num-
bers into smaller divisions, or words, having a fixed length.
Numbers divided in this manner are termed “multi-precision”
numbers. In the field of digital circuits, for instance, the
binary representation of a large number can be stored in
multiple words, wherein each word has a fixed length of n bits
depending on the word size supported by the associated hard-
ware or software. Although adding and subtracting multi-
precision numbers can be performed relatively efficiently,
multi-precision multiplication is much more complex and
creates a significant bottleneck in applications using multi-
precision arithmetic.

One area that is affected by the complexity of multi-preci-
sion multiplication is cryptography. Many cryptographic
algorithms, including the Diffie-Hellman key exchange algo-
rithm, elliptic curve cryptography, and the Elliptic Curve
Digital Signature Algorithm (ECDSA), involve the multi-
precision multiplication of very large numbers. For example,
elliptic curve systems perform multi-precision arithmetic on
128- to 256-bit numbers, while systems based on exponen-
tiation may employ 1024- to 2048-bit numbers.

Many cryptographic applications use finite field arith-
metic. For example, elliptic curve cryptography typically
operates in the finite field GF(2™) that contains 2™ elements,
wherein m is a positive integer. The multiplication operation
in finite-field applications can be particularly slow and inef-
ficient. Several techniques have been proposed to perform
fast arithmetic operations over GF(2”). One technique, for
example, uses an optimized normal basis representation. See
R. Mullin et al., Optimal Normal Bases in GEF(p”), Discrete
Applied Mathematics, Vol. 22, pp. 149-161 (1988). Although
optimal normal basis multiplication is efficient in hardware, it
is not efficient in software, and an optimal normal basis rep-
resentation does not exist for all field sizes. Another technique
involves embedding GF(2™) in a larger ring R, where the
arithmetic operations can be performed efficiently. See J. H.
Silverman, Fast Multiplication in Finite Field GF(2™), Cryp-
tographic Hardware and Embedded Systems, pp. 122-134
(1999). This method, however, works only when m+1 is a
prime, and 2 is a primitive root modulo m+1. Another tech-
nique involves using a standard basis with coefficients in a
subfield GF(2"). See E. De Win et al., 4 Fast Software Imple-
mentation for Arithmetic Operations in GF(2"), Advances in
Cryptology—ASIACRYPT 96, pp. 65-76 (1996); J. Gua-
jardo and C. Paar, Fast Efficient Algorithms for Elliptic Curve
Cryptosystems, Advances in Cryptology—CRYPTO 97, pp.
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342-356 (1997); and C. Paar and P. Soria-Rodriguez, Fast
Arithmetic Architectures for Public-Key Algorithms Over
Galois Fields GF((2")™), Advances in Cryptology—FEURO-
CRYPT 97, pp. 363-378 (1997). In this method, however, the
field size m must be a multiple of r, and look-up tables are
required to perform the calculations in GF(2"). Still another
technique involves adapting Montgomery multiplication for
the fields GF(2™). See C. Koc and T. Acar, Montgomery
Multiplication in GF(2F), Designs, Codes and Cryptography,
14(1):57-69 (April 1998).

In order to improve the performance of these and other
cryptographic systems, improved multi-precision multiplica-
tion methods and apparatus are needed.

SUMMARY

Methods and apparatus for multiplying multi-precision
numbers over GF(2™) using a polynomial representation are
disclosed. The disclosed methods may be used in a number of
different applications that utilize multi-precision arithmetic.
For example, the method can be used to generate various
cryptographic parameters. In one particular implementation,
for instance, a private key and a base point are multiplied
using one of the disclosed methods to obtain a product that is
associated with a public key. In this implementation, the
private key and the base point are multi-precision polynomi-
als. The disclosed methods may similarly be used in a signa-
ture generation or signature verification process (e.g., the
Elliptic Curve Digital Signature Algorithm (ECDSA)).

In an exemplary embodiment, a method is disclosed that
includes representing the first polynomial and the second
polynomial as an array of n words, wherein n is an integer. A
recursive algorithm is used to decompose a multiplication of
the first polynomial and the second polynomial into a
weighted sum of iteratively smaller subproducts. A nonrecur-
sive algorithm is used to complete the multiplication when a
size of the smaller subproducts is less than or equal to a
predetermined size, the predetermined size being at least two
words. The recursive multiplication algorithm may be, for
instance, a Karatsuba-Ofman algorithm, and the predeter-
mined size may be, for example, six words. The nonrecursive
multiplication algorithm may be optimized so that it operates
more efficiently. For example, the nonrecursive algorithm
may exclude pairs of redundant subproducts, or store and
reuse previously calculated intermediate values. The previ-
ously calculated intermediate values may be part of a
weighted sum of subproducts having special weights. For
example, these subproducts may have weights z of the form
3~7=! Z% for i=0, . . ., n—1, where i and j are index integers.

In another exemplary embodiment, a method of nonrecur-
sively multiplying a first polynomial and a second polynomial
over GF(2) is disclosed. A first polynomial and a second
polynomial are represented as n words, where n is an integer
greater than one. A partial result is determined by calculating
aweighted sum of one-word subproducts having weights z of
the form ijo"‘l 7z fori=0, ...,n-1, whereiniand j are index
integers. The partial result is updated by adding any remain-
ing one-word subproducts. The method may also include
identifying and excluding pairs of redundant one-word sub-
products. Moreover, during the calculation of the partial
result, intermediate calculations may be stored in a memory
and reused.

In yet another exemplary embodiment, a method of deriv-
ing an algorithm for multiplying a first polynomial and a
second polynomial over GF(2) is disclosed. The product of a
first polynomial and a second polynomial is decomposed into
a weighted sum of one-word subproducts. Pairs of redundant
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one-word subproducts are identified and removed from the
weighted sum, resulting in a revised weighted sum having
fewer XOR operations. In one particular implementation, the
first or second polynomial is padded with zeros so that the
polynomial has an even number of words. In this implemen-
tation, the zero-padded polynomials may be excluded from
the revised weighted sum. In another implementation, the
one-word subproducts having weights z of a form ijo""l 7z
fori=0, ..., n-1 are identified. These one-word subproducts
can be calculated in a weighted sum by a process of storing
and reusing the intermediate calculations.

The disclosed methods may be implemented in a variety of
different software and hardware environments. Any of the
disclosed methods may be implemented, for example, as a set
of computer-executable instructions stored on a computer-
readable medium.

These and other features of the disclosed technology are
described below with reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart showing a general method of multi-
plying multi-precision polynomials over GF(2™).

FIG. 2 is a block diagram of an exemplary recursion tree
having two levels of recursion.

FIG. 3 is a block diagram of an exemplary recursion tree
having three levels of recursion.

FIG. 4 is a block diagram showing a selected path on the
recursion tree of FIG. 3.

FIG. 5 is a flowchart showing a general method of nonre-
cursively multiplying multi-precision polynomials over
GF(@2™).

FIG. 6 is a first block diagram illustrating the operation of
the method of FIGS. 1 and 5 using the recursion tree of FIG.
2.

FIG. 7 is a second block diagram illustrating the operation
of'the method of FIGS. 1 and 5 using the recursion tree of FIG.
2.

FIG. 8 is a third block diagram illustrating the operation of
the method of FIGS. 1 and 5 using the recursion tree of FIG.
2.

FIG. 9 is a block diagram of a general-purpose computer
configured to perform multi-precision multiplication accord-
ing to the disclosed methods.

FIG. 10 is a block diagram of a cryptographic system
configured to perform multi-precision multiplication accord-
ing to the disclosed methods and to output a cryptographic
parameter.

DETAILED DESCRIPTION

Disclosed below are representative embodiments that
should not be construed as limiting in any way. Instead, the
present disclosure is directed toward novel and nonobvious
features and aspects of the various embodiments of the multi-
precision multiplication methods and apparatus described
below. The disclosed features and aspects can be used alone
or in novel and nonobvious combinations and sub-combina-
tions with one another.

Although the operations of the disclosed methods are
described in a particular, sequential order for the sake of
presentation, it should be understood that this manner of
description encompasses minor rearrangements, unless a par-
ticular ordering is required. For example, operations
described sequentially may in some cases be rearranged or
performed concurrently. Moreover, for the sake of simplicity,
the disclosed flowcharts typically do not show the various
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ways in which particular methods can be used in conjunction
with other methods. Moreover, for the sake of presentation,
the detailed description sometimes uses terms like “deter-
mine” and “obtain” to describe the disclosed methods. These
terms are high-level abstractions of the actual operations that
are performed by a computer or digital circuit. The actual
operations that correspond to these terms will vary depending
on the particular implementation and are readily discernible
by one of ordinary skill in the art.

As more fully described below, the disclosed methods can
be implemented in a variety of different environments,
including a general-purpose computer, an application-spe-
cific computer or in various other environments known in the
art. The particular environments discussed, however, should
not be construed to limit the scope of use or functionality of
the disclosed methods.

General Considerations

The elements in GF(2™) can be represented in various
bases. For purposes of this disclosure, the standard basis
representation for GF(2™) is used. In the standard basis, the
field elements are represented as polynomials in the form
a(X)=a,+a,x+. . . +a,_,x""' where all a, are elements of
GF(2™). The operations on these elements are performed
modulo a fixed irreducible polynomial of degree m. Thus,
standard basis multiplication in GF(2™) has two phases. The
first phase consists of multiplying two polynomials over
GF(2™) and the second phase consists of reducing the result
modulo an irreducible polynomial of degree m. The complex-
ity of standard polynomial multiplication is O(m?). Modulo
reduction can be an even more time-consuming operation
because it involves division.

As seen, both phases of standard basis multiplication in
GF(2™) are quite costly. The cost of the first phase can be
decreased by using the Karatsuba-Ofman Algorithm (KOA)
to multiply the polynomials over GF(2™). The KOA is a
multiplication algorithm whose asymptotic complexity is
O(m'->®). Thus, its computational cost is less than the stan-
dard O(m?) multiplication for large m values. The second
phase can also be decreased by choosing an irreducible poly-
nomial with a small number of terms. In particular, a trino-
mial or pentanomial can be used as the irreducible polyno-
mial. A trinomial is a polynomial 1+x“+x™ with only three
terms, while a pentanomial is a polynomial 1+x®+x®+x°+x™
with only five terms. The complexity of the modulo reduction
operation with a trinomial or a pentanomial is O(m). Further,
a trinomial or a pentanomial can be found for any field size
m=<1000.

Combining the KOA and modulo reduction with a trino-
mial or pentanomial yields a fast multiplication method for
GF(2™). This fast multiplication method works for all field
sizes. As more fully discussed below, the first phase of this
method (i.e., the phase in which the polynomials over GF(2™)
are multiplied using the KOA) can be improved even further.

Polynomials Over GF(2™) and Notation

The coefficients of the polynomials over GF(2™) are 0 or 1
and operations on these coefficients are performed according
to modulo two arithmetic. Thus, addition and subtraction of
the coefficients is equivalent to performing XOR operations.
As a result, the addition and subtraction of two polynomials
can be performed by XORing the corresponding coefficients.
Note that polynomial multiplication also depends on the
XOR addition/subtraction operation because polynomial
multiplication involves a series of coefficient additions.

For purposes of this disclosure, bold face variables denote
polynomials. Although these polynomials are functions of x,
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the x argument is omitted for the sake of presentation. Thus,
a polynomial denoted by a(x) in the traditional notation will
be denoted by a.

Let a be a polynomial over GF(2) of degree m-1 where,

a=ag+ax+. . . +a,,_ X", 1)
and where a,’s are binary-valued coefficients. These coeffi-
cients are stored as the m-bit sequence (ag, a,, . . ., a,,_;)-
These bits are partitioned into several words. Let a word
length be w bits and n=[m/w]. The m-bit sequence (a,,
a, ..., a,_ ) can be extended to the nw-bit sequence (a,,
a,...,a, ;,a,=0,a,,,=0,...,a,, ;=0)by zero padding.
The bits are then partitioned into n words such that the ith
word contains the bit sequence a,,,,,; forj=0, . . ., w=1. Let the
polynomial a[i] be defined from the coefficients in the ith
word as follows:

w1 2)
ali]l = Z wiww-xj.
=0

The term a can be expressed in terms of a[i]’s and z=x"" as
follows:

©)

A=ag+a X+ ...+ G X

n=1 w-1

= E iy i X

< =0

1
a; x|
W
J=0

i
o

5
iR

i=0

As mentioned before, the coefficients of the polynomial a
are stored in n words. Thus, a polynomial a over GF(2™) can
be viewed as an n-word array. According to this analogy
between the polynomials and the arrays, the polynomial a[i]
for i=0, . . ., n-1 is the ith word of a and the binary-valued
coefficients are bits.

The polynomial a[k #l] can be defined from the words
ali+k] for i=0, . . . ,1-1 as follows:

1 4
alk #1= > ali+ k17

B

I
=3

=alkl+alk + 1z+...+alk+ -1,

The polynomial a[k #1] can be viewed as a subarray of a. In
this subarray notation, k and 1 are the index and length param-
eters. The value of k points to the first word of the subarray
and shows the position of this word in a, while 1 gives the
length of the subarray in words.

For purposes of this disclosure, the following arithmetic
operations on the polynomials over GF(2™) are used: (1)
polynomial addition; (2)multiplication of a polynomial by
powers of z; and (3) polynomial multiplication.
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6
Polynomial Addition Over GF(2™)

The addition of the polynomials over GF(2™) can be per-
formed by XORing the corresponding words of the arrays in
which the polynomials are stored. For example, let a and b be
two n-word polynomials. The n-word polynomial t=a+b can
be computed as follows:

for i=0 to n-1

ifij-=afi] XOR bfi] ®
Polynomial addition is generally simple to implement in

software because every general-purpose processor has an
instruction to XOR word-size operands such as a[i] and bJ[i].

Multiplication by Powers of z

Because z=x"', multiplying a polynomial by 7’ is equivalent
to shifting the words in its array representation up by i posi-
tions. Thus, the jth word becomes the (i+])th word. Because of
shifting, the Oth to (i-1)th words are emptied. These words are
filled with zeros. For example, let a be an n-word polynomial.
The (n+i)-word polynomial t=a Z can be found as follows:

forj=0to i,
tfj]:=0;
for j=0to n-1,

tfi+jj:=alj]. Q)

Note that the multiplication by 7' involves array indexing and
does not use any computation.
Polynomial Multiplication Over GF(2™)

Let a and b be two n-word polynomials. The 2n-word
product t=a*b can be computed as follows:

for i=0 to n-1,

for j=0 to »-1,
(C.S):=MULGF2(afi],.b[j])
tfi+j]:=tfi+j/JXOR S

tfij+1]:=t[i+j+1] XOR C, 7
where MULGF2 multiplies two one-word polynomials,
writes the lower word of the result into S, and writes the
higher word into C. However, no general-purpose processor
contains an instruction to perform the MULGF2 operation.
Instead, MULGF2(a[1],b[j]) can be emulated as follows:

C:=0;5:=0

for £=0 to w-1,
S:=SHL(S)
C:=RCL(C)

if BIT(b/j].k)=1 then S:=S XOR afi], (8)
where SHL shifts its operand by one bit, and RCL is a rotate
(circular shift) instruction that shifts its operand circularly to
the left by one bit. As seen above, MULGF2 consists of a
sequence of shifts and XOR operations because the polyno-
mial multiplication involves a sequence of shifts and addi-
tions. In the operation outlined above, for instance, the addi-
tion is the bitwise XOR operation.
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The Karatsuba-Ofman Algorithm

The Karatsuba-Ofman algorithm (KOA) is a divide-and-
conquer techmque used to perform large multiplications. For
instance, large multiplication may involve the multiplication
of multiplicands comprised of a large number of words. In
general, the KOA computes a large multiplication using the
results of the smaller multiplications. The KOA computes
these smaller multiplications using the results of still smaller
multiplications. This process continues recursively until the
multiplication becomes relatively small (e.g., until the mul-
tiplicands are reduced to one word) such that they may be
computed directly without any recursion.

As more fully described below, the KOA algorithm may be
modified such that the recursions are stopped early and a
bottom-level multiplication is performed using some nonre-
cursive algorithms. These nonrecursive algorithms may be
derived from the KOA by removing its recursions. Moreover,
the algorithms may be optimized by exploiting the arithmetic
of'the polynomials over GF(2™). Consequently, the complex-
ity and recursion overhead can be reduced. For purposes of
this disclosure this modified embodiment of the KOA is
termed the LKOA, or “lean” implementation of the KOA.

Polynomial Multiplication Over GF(2™) Using the KOA
Let a be an n-word polynomial. Note that

since n is an integer. The operand a may be split into a

n

B

-word polynomial a; and a

)

[z}

wu=all§1 43)= 37 2

i=0

Consequently, a, and a, are two half-sized polynomials
defined from the first
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and the last

words of a respectively. Thus, a, contains the coefficients of
the lower-order terms of a, while a,; contains the coefficients
of'the higher-order terms. The operand a can be represented in
terms of these half-sized polynomials in the following man-
ner:

10

Let b be another n-word polynomial. Like a, the operand b
can be represented in terms of two half-sized polynomials:

b=by+byd?, an

where

b =0[0 #3]) and by =of[5] #5 ]

Then, the product t=ab can be expressed in terms of the four
half-sized products a,b;, a,b,,, agb;, and azb,, as follows:

r=ab (12)
= (aL + aHZ[%W)(bL + szVH)

=arby + (aby + aHbL)zVﬂ + aHszz[%w.

Because the addition of two polynomials over GF(2™) is
performed by XORing the corresponding coefficients, the
equality a;b+a,b,=(a; +a,) (b, +b;)+a;b; +azb;, is true. By
using this equality, the previous equation can be rewritten as:

t=arbp + [(ap + ag)(bp + by) + arby + ayby] zrﬂ + aHszz[%w. 13

The above equation shows that three multiplications of
half-sized polynomials are sufficient to compute t=ab instead
of four. First, the products of a;b;, (a;+a,)(b,+b;), and
azbare found. Then, the results are multiplied by the appro-
priate powers of z and added to one another to obtain t=ab.
The multiplication by the powers of z can be implemented as
array shifts.

The general concept of the KOA is to express a multipli-
cation in terms of three half-sized multiplications, as in Equa-
tion (13). Consequently, one multiplication operation can be
saved at the expense of performing more additions. Because
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the complexity of multiplication is quadratic, while the com-
plexity of addition is linear, this substitution is advantageous
for large values of n.

As shown in Equation (13), the KOA computes a product
from three half-sized products. In this same fashion, the KOA
computes each of the half-sized products from three quarter-
sized products. This process continues recursively until the
products get very small (e.g., until the multiplicands are
reduced to one word) and can be computed quickly using
classical methods.

The following exemplary recursive function implements
the KOA for the polynomials over GF(2™). The function is
provided in the following pseudocode:

function: KOA(a, b : n-word polynomial; n : integer)
t : 2n-word number

n .
ar, ap - |—§-| — word polynomial

. n .
low, mid: 2|—§-| —word polynomial

n
ag : [EJ —word polynomial

high: Z[EJ — word polynomial

begin

Step 1: if n =1 then return t := MULGF2(a, b)

/* Generate 3 pairs of half sized numbers */
Step 2: ar ;:a[o #[g]]
Step 3: by = b[O #{g”
Step 4: n n

swi=al[5] #5]]
Step 5: n n

b= ][5 #[5]]
Step 6: Ay = ap +ay
Step 7: by =by+b

/iARecuI;sivefy multiply the half sized numbers */
Step &: low:= KOAlar, br, [g])
Step 9: high:= KOA (as, by, [gJ)
Step 10: mid:= KOA [ay, by f%])

/* Combine the subproducts to obtain the output */
Step 11:

t:= low + [mid + low + high] 22| + high z2/2]

return t
end

In Step 1, n is evaluated. If n is one (i.e., if the inputs are
one-word inputs), the inputs are multiplied using classical
methods and the result returned. Otherwise, the function con-
tinues to the remaining steps. In Steps 2 through 5, two pairs
ot half-sized polynomials (a;, b;) and (a,, b,,) are generated
from the lower- and higher-order words of the inputs. In Steps
6 and 7, another pair, (a,,, b,,), is obtained by adding a, with
b;and a,with by, In Steps 8, 9, and 10, these three pairs are
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10

multiplied. These multiplications are performed by three
recursive calls to the KOA function and yield the subproducts
low, mid, and high.

Finally, t=ab is computed from the subproducts in Step 11,
as shown in the Equation (13). These subproducts are
low=a;b;, high=a,b;,, and mid=a, b, ~(a;+a;,) (b, +b).

The Lean Karatsuba-Ofman Algorithm (LKOA)

The recursion overhead degrades the performance of the
KOA. Thus, it is desirable to stop the KOA recursions early
and perform the bottom-level multiplications using some
nonrecursive method. For this, Step 1 ofthe KOA function (as
outlined above) can be modified. For example, the recursion
can be stopped when n=n, where n, is some predetermined
integer. A nonrecursive function can then be called to perform
the remaining multiplication.

A variety of different nonrecursive algorithms can be used
to multiply the polynomials of size n=n,,. For example, in one
exemplary embodiment, the polynomials are multiplied on a
word-by-word basis, as shown above in the section discussing
polynomial multiplication over GF(2™). In another exem-
plary embodiment, a series of nonrecursive algorithms
derived from the KOA can be used. These algorithms are each
specific to a fixed input size and multiply 2, 3, . . . n-word
polynomials respectively. The algorithms may be used in a
variety of different combinations and subcombinations with
one another. For instance, one particular embodiment uses the
2,3, 4, 5, and 6-word nonrecursive multiplication algorithms
described below in combination with the KOA. The details of
the particular algorithms described may be modified in a
number of ways (e.g., the sequence in which the various
subproducts are computed may be altered) without departing
from the scope of the present disclosure.

The following discussion describes one particular imple-
mentation in which the KOA function multiplies the polyno-
mials of the size n=n,=6 without any recursion. In this imple-
mentation, Step 1 of the KOA is modified as follows:

if n = 6 then
if n =1 then return t := MULGF2(a, b) endif
if n =2 then return t := KOA2(a, b) endif
if n =3 then return t := KOA3(a, b) endif
if n =4 then return t := KOA4(a, b) endif
if n =5 then return t := KOAS5(a, b) endif
if n = 6 then return t := KOAG6(a, b) endif

endif

Step 1:

In this exemplary implementation, KOA2, KOA3, KOA4,
KOAS and KOAG6 are the algorithms derived from the KOA.
To obtain these algorithms, the recursions of the KOA, as well
as the inherent redundancies in the KOA, are removed by
exploiting the arithmetic of the polynomials over GF(2™). As
noted above, this type of implementation is termed a lean
implementation of the KOA, or LKOA.

The various algorithms—KOA2, KOA3, KOA4, KOAS,
and KOA6—are explained below with the benefit of the pro-
ceeding recursion tree analysis. Although only five such algo-
rithms are expressly described in this disclosure, the tech-
niques used to derive these algorithms could be used to obtain
other algorithms for polynomials of the size n>6. Moreover,
the various nonrecursive functions can be used in various
other combinations not expressly described herein. For
example, the LKOA algorithm described above can be modi-
fied such that only products of 4-word polynomials or less are
determined using a nonrecursive function.

FIG. 1 is a flowchart 100 showing a general method of
implementing the LKOA. At process block 110, two n-word



US 7,447,310 B2

11

operands a and b are obtained or received. As described
above, the operands a and b comprise multiple words of one
ormore bits and represent a polynomial in GF(2™). At process
block 112, a recursive algorithm is used to decompose the
multiplication of a and b into a weighted sum of smaller
subproducts. The recursive algorithm utilized may be the
KOA or a similar divide-and-conquer algorithm. As shown by
process block 114, the decomposition continues until the size
of the operands of the subproducts reaches a predetermined
size. For example, in the exemplary implementation
described above, the recursive algorithm is used to decom-
pose the products until the operands are six words or less.
When the operand size is less than the predetermined size,
process block 116 shows that a nonrecursive algorithm is used
to determine the smaller subproducts. The nonrecursive algo-
rithm used may, for instance, be one of the nonrecursive
algorithms described below, or another nonrecursive algo-
rithm that efficiently determines the relevant subproduct. At
process block 118, the values of these subproducts are used in
the weighted sum of process block 112 to complete the cal-
culation. At process block 120, the final value of the weighted
sum is returned.

The following sections describe one particular implemen-
tation of the LKOA in greater detail.

Fast GF(2™) Multiplication Using the LKOA

As mentioned before, two operands in GF(2™) can be mul-
tiplied together in two phases. In the first phase, the (n=[m/
w)-word polynomials representing the elements are multi-
plied and the 2n-word product polynomial obtained. In the
second phase, the product polynomial is reduced with an
irreducible polynomial of degree m. In this way, an (n=[m/
w)-word polynomial representing the multiplication result
in GF(2™) is obtained.

The polynomial multiplication in the first phase may be
performed on a word-by-word basis using the straightforward
MULGF2 multiplication algorithm described above. Accord-
ing to this method, however, the first phase is quadratic in time
(i.e., O(m?)). Alternatively, the LKOA may be used to pet-
form the first phase of polynomial multiplication. Because the
LKOA runs in less than quadratic time, even for small values
of m, the overall time for multiplication is decreased. The
LKOA runs faster than the straightforward multiplication
algorithm because it trades multiplications in favor of addi-
tions. In particular, the LKOA reduces the number of 1-word
multiplications (MULGF2) at the expense of more 1-word
additions (XOR). Because the MULGF2 operation is costly
to implement, the tradeoff results in a more efficient multi-
plication algorithm. Indeed, the emulation of MULGF2 takes
hundreds of clock cycles for a typical value having a word
size w=32. By contrast, the XOR operation is a simple opera-
tion that is performed in a single clock cycle in many proces-
sors. Table 6, discussed below, shows the number of XOR and
MULGEF?2 operations needed for the KOA, the LKOA, and the
straightforward polynomial multiplication. As seen in Table
6, the KOA and the LKOA use fewer MULGF2 operations
than the straightforward polynomial multiplication for all
n=[m/w].

For many applications, the LKOA can be used to multiply
polynomials with no or little recursion. For example, the
LKOA can be used in the finite fields GF(2™) for
163=m=512, which are used in elliptic curve cryptography.
Ifaword size w=32 is used, for instance, then the polynomials
representing the field elements are in the range of 6 to 16
words. When the LKOA multiplies 6-word polynomials,
there is no recursion. Thus, in Step 1, the nonrecursive func-
tion KOAG is called for the computation. When the LKOA
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multiplies 16-word polynomials, only two levels of recursive
calls are used. In the first recursion level, the input size is
reduced to 8-word polynomials. In the second recursion level,
the input size is reduced to 4-word polynomials, and the
inputs are multiplied by the nonrecursive function KOA4.

Inthe second phase ofthe GF(2™) multiplication, the result
of the polynomial multiplication is reduced with a trinomial
or pentanomial of degree m. This computation has a linear
time of O(m). The implementation of the reduction with a
trinomial or pentanomial, for example, is relatively simple
and straightforward. See, e.g., R. Schroeppel et al., Fast Key
Exchange with Elliptic Curve Systems, Advances in Cryptol-
ogy—CRYPTO 95, pp. 43-56 (1995).

Recursion Tree Analysis and Terminology

A recursion tree is a diagram that depicts the recursions in
an algorithm. Recursion trees can be particularly helpful in
the analysis of recursive algorithms like the KOA that may
call themselves more than once in a recursion step.

In its simplest form, the recursion tree of an algorithm can
be thought of as a hierarchical tree structure wherein each
branch represents a recursive call of the algorithm. FIG. 2
shows an exemplary recursion tree 200 that depicts the mul-
tiplication of two exemplary polynomials using an algorithm
similar to the KOA. For purposes of the example shown in
FIG. 2, assume that the recursion stops when the subproducts
reach a size of one word, at which point they can be calculated
using classical methods. In the example shown in FIG. 2, the
polynomials 14+x+x>+x* and 14+x>+x° are multiplied together.
In FIG. 2, these polynomials are written as a string of two-bit
words (i.e., as three words) showing the binary value of each
polynomial’s coefficients. Thus, the first polynomial 1+x+x +
x* is denoted as “110110” and the second polynomial 1+x +
x> is denoted as “100101.” The initial call to the algorithm is
represented by the root 210 of the tree 200. The recursive calls
made by the initial call constitute the first level of recursion
220 and are represented by the first-level branches 222, 224,
226 emerging from the root 210. The recursive calls made by
these recursive calls constitute the second level of recursion
230 and are represented in the recursion tree 200 by the
second-level branches 231 through 236 emerging from the
first-level branches 222, 224. Note that branch 226 does not
have any second-level branches stemming from it because
branch 226 represents the product of one-word operands and
can be calculated using classical methods (e.g., a MULGF2
operation supporting 2-bit words).

A branch emerging from another branch may be called a
“child.” Similarly, the branch from which the child stems may
be called the “parent.”” In FIG. 2, for instance, branch 231 is
the child of branch 222. In the recursion tree, if a branch
represents a particular recursive call, its children represents
the recursive calls made by that call. In other words, a “caller-
callee” relationship in an algorithm corresponds to a “parent-
child” relationship in the recursion tree. If a recursive call
made at some recursion level doesn’t make any recursive call
at the next level, the branch representing it in the tree has no
further children, and may be called a “leaf”

In the recursion tree depicted in FIG. 2, two recursive calls
are made by the branches 222 and 224. Thus, three branches,
representing a recursive KOA function, emerge from each of
these branches. The leaves 231 through 236 and 226 represent
the multiplication of one-word inputs, which do not make any
recursive calls because they can be calculated using classical
methods. Generally speaking, the size of the input parameters
are reduced by half in each successive recursion level in the
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recursion tree. Thus, it is known that at some level, the
branches will have one-word inputs and cease to make any
further recursive calls.

Recursive tree terminology may be used to describe the
KOA or a similar divide-and-conquer algorithm. For
example, if one recursive call invokes another, the first recur-
sive call may be referred to as the parent, and the latter
recursive call as the child. Thus, a branch may be used as a
synonym for a recursive call, and a leaf as a synonym for a
recursive call with one-word inputs. Additionally, a path is
defined as a sequence of branches from the root in which each
branch is a child of the previous one.

For instance, consider branch 222 in FIG. 2. This branch is
a call to the KOA function described above. It has two inputs,
“1101” and “1001”. From these inputs, the branch 222 gen-
erates the half-sized pairs (a;, b;), (a,, bs,) and (a, by) (or
(11,10), (10,11), and (01,01), respectively). Its children take
these pairs as inputs, multiply them, and return the subprod-
ucts low, mid, and high. Then, at Step 11, the subproducts are
combined in a weighted sum to obtain the value of the product
of “1101” and “1001.”

In the KOA, there are three choices for a branch. A branch
either takes the input pair (a,, b;) from its parent and returns
the subproduct low, takes the input pair (a,, b,,) and returns
the subproduct high, or takes the input pair (a,,, b,,) and
returns the subproduct mid. For purposes of this disclosure,
these first, second, and third types of branches are called low,
high, and mid branches respectively. This classification of the
branches is given in Table 1 below.

TABLE 1

The classification of the branches in the tree

LOW BRANCH takes the input pair (a;, by ) from its parent
returns the subproduct low to its parent

HIGH BRANCH takes the input pair (ag, byy) from its parent
returns the subproduct high to its parent

MID BRANCH takes the input pair (ays, byy) from its parent

returns the subproduct mid to its parent

Decomposition of Products Computed by Branches

Let a branch have the n-word inputs a and b, and the output
t. The output is the 2n-word product of the inputs (i.e., t=ab).
The branch computes t from the subproducts low, mid, and
high as shown in Step 11 of the KOA function described
above. Rearranging the terms of the equation in this step, the
following equation can be obtained:

r=low(l +z[%w)+mid FEl +high(z[%w +Zz[;}) (14

It can be seen from Equation (14) how the product t is
decomposed into the subproducts weighted by the polynomi-
als in z. The sizes of these subproducts can be determined
from the variable declarations in the KOA function. Table 2
below gives the sizes and the weights of each subproduct in
terms of n. Note that the subproducts are computed by the
children and the decomposed product t is computed by the
parent. As noted above, nis the input size of this parent branch
and the decomposed product t is comprised of 2n words.
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Let the product computed by the root be denoted as Root-
Product, and the products computed by the leaves be denoted
as leaf-products. The product RootProduct can be expressed
in terms of the leaf-products. To do so, the products computed
by the branches on the paths between the root and the leaves
can be recursively decomposed

TABLE 2

The input sizes and weights of subproducts computed by
children branches

computed

subproduct size weight
Low Child low 2[%] L+ ZVZA-‘
Mid Child mid 2{%] 31
High Child high ZBJ EEIEEY

using Equation (14). The decomposition proceeds from Root-
Product and continues until the leaf-products are obtained. As
shown in the following equation, the result is the weighted
sum taken over all the leaf-products:

RootProduct = Z LeafProduct; Weight, (15)
i

where LeafProduct, is a particular leaf-product, and
Weight is a polynomial in z.

Determining Weights of Leaf-products

The factors of Weight, in Equation (15) are generated by the
recursive decompositions performed along the path between
the root and the leaf computing LeafProduct,. These factors
are the weights of the subproducts introduced during the
decompositions and can be determined by the help of Table 2.

For example, consider the multiplication of 9-word poly-
nomials using the KOA. Thus, the inputs of the root are
9-word polynomials. FIG. 3 shows a recursion tree 300 illus-
trating the multiplication of 9-word polynomials a and b. At
each level, the polynomials are reduced to smaller subprod-
ucts (i.e., a',a",a") until the individual subproducts have one-
word operands, shown in FIG. 3 at the third recursion level.

Now considert, t',t", and t'"", respectively, which denote the
products computed by the root, its child, its grandchild, and
its grandgrandchild along a given path. For purposes of this
example, let the child, grandchild, and grandgrandchild be
mid, high, and low branches, respectively. FIG. 4 illustrates
this path on the recursion tree 300. In particular, path 400
originates atthe root 410 (i.e., t), and proceeds to its mid child
412 (t"), then to its high grandchild 414 (t"), and finally to its
low grandgrandchild 416 (t'""). The recursive decomposition
of'the products t, t', and t" is illustrated in Table 3.
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TABLE 3

16

Example of determining the factors of the weights

Decomposed Emerging
product n Subproduct Decomposition
t 9 n 1
2|—§-| —word t’ t = [t’ 29:2:’ + ]
=t 2+
10-word t' 5 n +1
Z[EJ—word 4 =[t” (z'nT +z"*1)+...] A
=t" P+ +...
4-word t" 2 n +1
2|—§-| —word t"/ = [t’” (l + ZLZ’) + ] Z+292° + ...
=t 1+ +292° + ...
2-word t" 1

In Table 3, the decomposed products are given in the first
column. The subproducts emerging after the decompositions
of these products are given in the third column. The weights
and sizes of these subproducts are obtained from Table 2 for
the values of n in the second column.

As noted above, n is the input size of the branch computing
the decomposed product, and the decomposed product is
comprised of 2n words. First, the product t, which is the
product computed by the root, is decomposed for n=9. After
this decomposition, t' and two other subproducts emerge. In
Table 3, only t' is shown. The other subproducts are omitted
for the sake of presentation. Remember that t' is computed by
a mid branch (the mid child of the root). Its size and weight
can be determined from Table 2 for n=9. It is found that t' is
comprised of

words, and its weight is z*'?>=z> Next, t' is decomposed for
n=5. Note that n=5 so that t' has (2n=10) words. In this
manner, t" can also be decomposed. The product t"', however,
cannot be decomposed because it has (n=1)-word inputs and
is computed at a leaf. Indeed, the leaf-product t'" is computed
by direct multiplication having (n=1)-word inputs. The prod-
uct t in this example corresponds to RootProduct in Equation
(14), whereas t" corresponds to LeafProduct,; for some i.
Similarly, Weight, corresponds to the accumulated weight of
t™ (i.e., Weight,~(1+z)(z°+z%)2°).

Determining [.eaf-Products

Equation (15) can be useful only if the values of LeafPro-
duct, are also known. The leaves compute LeafProduct,’s by
multiplying their 1-word inputs. Thus, let LeafA and LeafB
denote the inputs of the leaf computing LeafProduct, for some
i. Then,

LeafProduct,=LeafA LeafB (16)
To find LeafProduct,, the inputs LeafA and LeafB must be
found. The inputs of the leaves and the branches are defined
from the inputs of their parent in Steps 2 through 7 of the KOA
function. Note that all these inputs are actually derived from
the inputs of the root, which is the ancestor of the all the
branches and the leaves.
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Let RootA and RootB denote the inputs of the root. Also,
let a and b denote the inputs of an arbitrary branch. Then, a
and b are in the following form:

r r (17)
a= Z; RootA[k;#1,] b = Z; RootBlk;#l]

for some r=1. Thus, a and b are the appropriate subarrays of
the root’s inputs or the sum of such subarrays. This is because
Steps 2 through 7 of the KOA function, where the inputs of the
children are generated from the inputs of the parent, involves
only two basic operations: (1) partitioning into subarrays; (2)
and adding subarrays. Note that in Equation (17), the subar-
rays which define a and the subarrays which define b have the
same the indices and lengths. This results from the fact that
the first and second inputs of a branch are generated in the
same way, except that the first input is generated from the
words of RootA, while the second input is generated from the
words of RootB.

Note also that LeafA and [.eafB have the following form:

r r (18)
LeafA = Z RootAlk;] LeafB = Z RootBlk;]
i=1 i=1

for some r=1. This results from the fact that LeafA and LeafB
are one-word inputs of a leaf. Thus, the subarrays defining
them cannot be longer than one word.

Once the inputs of the leaves are expressed in terms of the
root’s inputs, as in Equation (18), the leaf-products can be
determined as the products of these inputs. As described
above, the inputs of a branch are generated from the inputs of
its parent. Thus, in order to express the inputs of the leaves in
terms of the root’s inputs, the inputs of the root’s children
must first be determined from the inputs of the root. Then, the
process can be recursively continued until the inputs of the
leaves are obtained.

The relationship between the inputs of the children and the
parent is given by the equations in Steps 2 through 7 of the
KOA function. The following proposition (Proposition 1)
states this relationship in terms of subarray indices and
lengths. Remember that the inputs of any branch can be
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defined by as subarrays of the root’s inputs. Thus, the inputs
of every branch can be described by some indice and lengths
identifying these subarrays.

Table 4, which is referred to in Proposition 1 and provided
below, gives the indices and lengths describing the children’s
inputs in terms of those describing the parent’s input. Table 4
can be used recursively to obtain the indices and lengths
describing the inputs of the branches from the higher hierar-
chy to the lower. Eventually, the indices and lengths describ-
ing the inputs of the leaves can be found. Then, the inputs of
the leaves can be obtained by adding the subarrays identified
by these indices and lengths.

Proposition 1: Let the indices and lengths describing the
inputs of the parentbe k; and 1, fori=1 ..., r. Then, the indices
and lengths describing the children’s inputs are as given in
Table 4. Note that because some lengths in the table are
obtained by subtractions, they can be nonpositive. The sub-
arrays with nonpositive lengths are equal to zero.

InTable4,k,andl, fori=1,.. ., rare theindices and lengths,
respectively, describing the inputs of the parent. Also, n is the
input size of the parent, thus n=max(l,1,, ..., 1)

TABLE 4

The indices and lengths describing inputs of the children

inputs indices lengths
Low Child ar, by k; min(li, [%.')
High Child ay, by n n
ki +[3] i=[35]
Mid Child anp b n . n n
MM ki,ki+|—§-| mm(li,[z]), li—|—§-|

The proof ofthis proposition proceeds as follows. Consider
the branch having the inputs a and b given in Equation (17).
Let its low, high, and mid children have the input pairs (a,,
b;), (ag, by, and (a,,, b, ), respectively. Table 4 suggests that:

a9

ar = Z Rooa ki [ 2])]
by =; RootB[ki# min(l;, [g])]

ay :g RootA[k; + [g]#l; - [g”

by =Y, Roors[i + [S1#4 - [ 3]
i=1
ay =ag +ay

by =bp + by,

where n is the size of the inputs a and b. The size of aand b is
the length of the longest subarray in Equation (17). Thus,

n=max(l,,L, . .., 1) (20)

Equation (19) can be more particularly explained as fol-
lows:

First, as understood from Steps 2 and 3 of KOA function, a,
and b, are the lower halves of a and b (i.e., the first
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n

B

words of a and b). Thus, the subarrays defining a; and b; are
the lower parts of those defining a and b. The lower part of a
subarray is its first

words, itself. As a result, (1) the subarrays defininga, and b,
have the same indices as those defining a and b (that is, their
indices are equal to k, fori=l, .. ., r, as seen in Equation (19));
and (2) the subarrays defining a, and b, cannot be longer than

words and those defining a and b (that is, their lengths are
equal to

il )

fori=1, ..., r, as seen in Equation (19)).

Second, as understood from Steps 4 and 5 of the KOA
function, a;; and by, are the higher halves of a and b (i.e., the
remaining parts of a and b after their first

words are taken away). Thus, the subarrays defining a,; and
b, are the higher parts of those defining a and b. The higher
part of a subarray is its words from the

th word through the last word or, if it is shorter than

n

B

words, void. As aresult, (1) the subarrays defining a,; and b,,
have indices
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n

B

words larger than those defining a and b (that is, their indices
are equal to

ki+[3]

fori=l,...,r,as seen in Equation (19)); and (2) the subarrays
defining a, and b, are

words shorter than those defining a and b (that is, their lengths
are equal to

=[5

for i=1, . . ., r, as seen in Equation (19)). Note that these
lengths can be nonpositive due to the subtraction. If a length
is nonpositive, the corresponding subarray equals to zero.
Third, as seen in Steps 6 and 7 of KOA function, a,,(b,,) is the
sum of the a; and a, (b, and by,).

The following example illustrates how the inputs of a leaf
are found. First, reconsider the example illustrated in Table 3
and in FIG. 4. In that example, a path was chosen and the
products computed by the branches on the path recursively
decomposed. Let (a, b), (a', b'"), (a", b"), and (2™, b™), respec-
tively, denote the inputs of the root, its child, its grandchild,
and its grandgrandchild on this path. The following table
illustrates how the indices and the lengths describing these
inputs are found.
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considered. The root’s inputs (a,b) are the subarrays of them-
selves (i.e., a=a[0#9] and b=b[0#9]). Thus, the index and
length describing the root’s inputs (a,b) are 0 and 9, respec-
tively. The next successor on the path is the mid child of the
root with the inputs (a', b'). Because this successor is a mid
branch, its indices and lengths are

Kook + [ 5] and minfl;, [2]), 4= 21,

respectively, according to Table 4. After the substitutions
k,=k,=0,1,=1,=9, and n=9, the indices and lengths describing
the inputs of the root’s child (a', b") are found. These indices
and lengths are k,, k,=0,5 and 1,, 1,=5,4, as seen in Table 5.
The size of the inputs (a', b') is the new n value, and n=max(l,,
1,)=max(5, 4)=5. In this fashion, the indices and lengths
describing the inputs (a", b") and (a™, b") are found. The
inputs (2", b"") comprise (n=1) word. Thus, they are the inputs
of the leaf at the end of the path. The indices and lengths
describing them arek;, k,=3,8 and 1,,1,=1, 1, as seen in Table
5. This means that a'"'=a[3]+a[8] and b ""=b[3]+b[8]. Remem-
ber thatt™ denotes the product computed by the leaf at the end
of'the path and is the product of the leaf’s inputs. Thus,

P =a” b = (alky #1,]+ alky #L1)(0lk; #1,]+ bk, #5]) 20

= (a[3] + a[8])([3] + £I8])

In this manner, the leaf-product t"'can be expressed in terms
of the root’s inputs.

Nonrecursive Functions Derived from KOA

In this section, exemplary nonrecursive functions KOA2,
KOA3, KOA4, KOAS and KOAG6, which multiply 2, 3, 4, 5
and 6-word polynomials respectively, are derived and
described. The input size of the functions is derived by ana-
lyzing the recursion tree of the KOA.

Consider two multi-word polynomials that are being mul-
tiplied by the KOA. In the recursion tree, these polynomials

TABLE 5
Example of determining the indices and the lengths describing the inputs of
the branche
the successor on the path
inputs n indices lengths indices lengths
(a,b) 9 k=0 1,=9 n . n n
ki, ki + |—§-| mm(li, |—§-|), - |—§-|
(a',b") 5 k,k=0,5 1,,=54 n n
ki+[3] li=[5]
(a”,b") 2 k,k=38 1,L=21 Kk . n
minf . 5]
(@",b") 1 k,k,=3,8 1,L,=1,1

The inputs are given in the first column, the sizes of the

correspond to the inputs of the root. The root computes their

inputs are given in the second column, and the indices and 45 multiplication, benefiting from the computations performed

lengths describing the inputs are given in the third and fourth
columns. For this example, a root with a 9-word input is

by the other branches (recursive calls). Note that this multi-
plication, computed by the root, can be expressed as a
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weighted sum of the leaf-products, as shown in Equation (15).
Then, the multiplication of the input polynomials can be
performed by computing the weighted sum in Equation (15)
without any recursion.

The leaf-products and their weights are needed to compute
the weighted sum in Equation (15). As described above, these
parameters can be determined from the root’s inputs. As
noted, the root’s inputs are the multi-word polynomials that
are being multiplied. If the size and the words of these inputs
are known, the leaf-products and their weights can be
obtained through Table 2 and Table 4 in the manner illustrated
above in the section concerning recursion trees. A computer
program, such as a Maple program, can also be used to per-
form this process.

For many input sizes, the weighted sum in Equation (15) is
in a particular form, described below, or can be transformed
into this particular form through algebraic substitutions. The
following proposition and its corollary introduce this form
and show how the weighted sums in this form can be com-
puted efficiently.

Proposition 2: Let Ip, and w, fori=0,1, . . ., n—1 denote a set
of leaf-products and their weights respectively such that,

o 22)
w; :Z 7% fori=0,1, ... ,n—1.
=0
Consequently,

n-1
= Z Ip;w;
=0

is a 2n-word polynomial and can be computed from the leat-
products in the following two steps:

1. Compute the (n+1)-word polynomial h from the words
ofIp,’s as follows:

£ [0]=Ipo[0],
Rfi]=Ip[0]+p,_, 1], for i=1, . .., n-1,
kfn]=lp, [1]. 23)
2. Compute the words of t from the words ofh as follows:
tfi]=hli], i=0,
tfi]=tfi-1]+hfi], 0<i =n-1,
tfi]=hfi-n+1],i=2n-1,
tfi]=tfi+1]+hfi-n+1], n=i<2n-1. (24)

The proof of this proposition proceeds as follows. As men-
tioned before, leaf-products are two-word polynomials. Thus,

n-1 .
S
i=0

w
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can be written as:

n-1 S ) 25)
D md = ) Upil0] + tpil1 10
i=0 i=0

-l
=1lpo[0] + Z (Upi[0] + Ip;y [1DZ + Ip,y [112°
i=0

The coefficient of z' above is equal to h[i] given in Equation
(23) for i=0, . . ., n. Thus, the binary polynomial above is h.
In brief,

Then,

26)

imin+imax__2n-1

Because z 7", t is a 2n-word polynomial. By
using the change of variables k=i+j and 1=i, the following can
be obtained:

min(k—jpin-imax) 27

Al

k=imin +imin Emaxtipin A~ imax)

‘max t/max
=

where 1,,,,, I 1 are the minimum and maximum
values of i1 and j variables. Because i,,,=0, j,.;,,~0, 1
15

maxs Imax
max s

Jmax=n—

2n-1
1=

28

min(k,n)

2

k=0 {=max(0,k—n+1)

bz~

Note that t[k], the kth word of't, is the coefficient of the term
7" above. Then,

min(,n) (29)

k] = h(D), for 0 sk <2n—1,

{=max(0,k—n+1)
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or equivalently,

(B0

k1= > AN, for O<ks<n-l,

k
=0

k] = Z W, for n<k<2n-1.

=k-n+1

We can rewrite the equations above as follows:

(€20
for 0 <k<n-1,and

fkl=hlk—n+ 11+ > hll], for n<k=<2n-1.
I=k—n+2

For k=i, 15, the equations above yields the difference equa-
tions in Equation (24).

Corollary : Letlp,and w, fori=0,1, .. . ,n-m-1 denote a set
of leaf-products and their weights respectively such that,

s

]

—1 (32)
=0

7, fori=0,1, ... ,n-m-1

Then,

1
Ip;w;

s

2

e
i=0

is a (2n—-m)-word polynomial and can be computed from the
leaf-products in the following two steps:
1. Compute the (n-m+1)-word polynomial h from the
words of Ip,’s as follows:

h{0]=Ipo[0],

hfi]=Ip,[0]+ip;_([1], fori=1, ..., n-m-1, and

hfn=m]=Ip,_,,_[1]-

2. Compute the words of t from the words ofh as follows:

(33)

1fi]=0, 0=i<m,
tfi]=hfi-m], i=m,
tfi]=tfi-1]+hfi-m], m<i=n-1,
tfi]=hfi-n+1], i=2n-m-1,

ifi]=tfi+1]+hfi-n+1], n<i<2n-m-1. (34)

The proof of the corollary proceeds as follows. The
weighted sum

1
Ip;w;i

n—

2,

e
i=0
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can be written as:

n—-m-1

lpiwi =" Z Ipwi,
i=0

n—m-1

NgE

i

I
=3

where

fori=0,1, ..., n-m-1. The w,' terms are in the form given in
Equation (22), except that n-m is substituted for n. Thus, the
weighted sum

1
Ip:w

n—,

2

e
i=0

can be computed as shown in Proposition 2. However, n-m
must be substituted for n in the equations given in this propo-
sition. After these substitutions, Equation (23) becomes
Equation (33), and Equation (24) becomes

t[i]=h[i], i=0,
tfij=tfi-1]+hfi], O0<i =n-m-1,
tfij=hfi-n+m+1], i=2n-2m-1,

tfi]=tfi+1]+hfi-n+m+1], n-m=i<2n-2m-1. (35)

The above equation provides that

1
Ip;wj.

n—

-
=)

i=0
However, the desired equation is

1
Ip;wj.

n—

2

e
i=0

Thus, t must be multiplied by z™ to obtain the final result. For
this, the index of every word of t is increased by m in the above
equation. That is, t[index] is replaced with t[index+m]. This
shift in the array representation is the equivalent of multiply-
ing by z™. Also, zeros are inserted into the first m word. After
the change of variable i=i+m and some rearrangement, Equa-
tion (34) can be obtained.

FIG. 5 is a flowchart showing generally how the nonrecur-
sive algorithms operate. As shown by the dashed lines, the
flowchart of FIG. 5 corresponds generally to process block
116 of FIG. 1.

At process block 510, the subproduct to be calculated is
decomposed into a weighted sum of subproducts having one-
word inputs. This decomposition may proceed, for instance,
in the manner described above for finding the value and
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respective weights of the leaf-products from the correspond-
ing recursion tree. At process block 512, algebraic substitu-
tions are performed to identify pairs of identical subproducts.
These redundant subproducts are then removed from the
weighted sum. The pairs of redundant subproducts can be
removed because their sum is zero in GF(2™), thereby reduc-
ing the number of XOR operations that need to be performed
to obtain the relevant subproduct. At process block 514, sub-
products having the form described above in Proposition 2 are
identified and grouped so that they can be efficiently calcu-
lated using the described method. At process block 516, a
weighted sum according to Proposition 2 is calculated,
thereby producing a partial result of the subproduct. As
shown in Equation (24), this weighted sum can be obtained
using previously calculated intermediate values (e.g., t[i-1]
and t[i+1]), which may be stored once they are calculated.
This procedure of storing and reusing intermediate values
also reduces the number of XOR operations that need to be
performed in order to obtain the desired product. At process
block 518, the remaining subproducts having one-word
inputs are calculated and used to update the partial result. The
updated partial result produces the final product, which is
returned at process block 520.

Although FIG. 5 shows a particular ordering of the pro-
cesses, the order may vary from embodiment to embodiment.
Moreover, the actual implementation of the procedure shown
in FIG. 5 may only perform certain ones of the processes. For
instance, the actual implementation may comprise code that
has already taken into account the pairs of redundant subprod-
ucts and removed them from the calculation. Similarly, the
subproducts having the special form may already be identi-
fied such that the first step performed by the implementation
is the calculation of the weighted sum of the subproducts.
Further, in certain other implementations, the intermediate
values are not stored, but are recalculated.

Exemplary nonrecursive algorithms that may be used to
calculate subproducts having 2-6-word operands are
described below.

Function KOA2

Let a and b be 2-word polynomials, and their product be
t=ab. The product t can be decomposed into the leaf-products,
as described above. These leaf-products and their weights are:

i Leaf-Products (Ip;) Weights (w;)
0 a[0] b[0] 1+z

1 a[l]b z+7°

2 (a[0] + a[1]) (b[0] + b[1]) z

Each row above is indexed with i. The ith row contains the
ith leaf-product denoted by Ip,, and its weight is denoted by
W,

The product t can be computed as the weighted sum of the
leaf-products as in the Equation (15):

2 (36)
r=ab= Z Ipiwi,
=0
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The first two weights can be written as
n-1
Z Zi+j
=0

for i=0, . . ., n-1 where n=2. These weights are in the form
mentioned in Proposition 2. Thus, the weighted sum of the
first two leaf-products Ip, and Ip, can be computed efficiently,
as described in the proposition. But, this weighted sum is only
a partial result for t. To obtain t, this partial result must be
added to the weighted sum of the remaining leaf-products in
the list above (i.e., to (a[0]+a[1]) (b[O]+b[1]) 2).

The function below performs the multiplication of 2-word
polynomials by computing the weighted sum of the leaf-
products.

Inputs: a, b: 2-word polynomials
Output: t: 4-word polynomial
Temporary: Ip;: 2-word polynomials

/* Compute the first two leaf-products */

Ip; := MULGF2(a[i], b[i]) i=0,1
/* Compute h from (23) forn=2%*/
h{0] = Ipe[0]
h{1] = Ip,[0] + lpo[1]
h{2] = Ip,[1]
/* Compute the partial result from (24) forn =2 */
t[0] := h[0]
t[1] :==t[0] + h[1]
t[3] :==h[2]
t[2] :=t[3] + h[1]

/* Compute the remaining leaf-products */
Ip3:= MULGF2(a[0] + a[1], b[0] + b[1])

/* Update t with the weighted sum of the remaining leaf-products */
t[1] == t[1] + Ip5[0]
t[2] :=t[2] + Ip3[1]

The function above needs 7 word-additions (XOR) and 3
word-multiplications (MULGF2).

Function KOA3

Let a and b be 3-word polynomials, and their product be
t=ab. The product t can be decomposed into the leaf-products,
as described above. As a result of this decomposition, the
following leaf-products and weights are obtained:

Leaf-Products (Ip;) Weights (w;)

0 a[0] b[0] l+z+22+2°
1 a[1]b[1] z+22+2 +7*
2 a[1]b[1] 22+ 7t

3 a[2] b[2] 22 +7t

4 (a[0] + a[1]) (b[0] + b[1]) z+7°

5 (a[0] + a[2]) (b[0] + b[2 22+ 73

6 (a[0] + a[1] + a[2]) (a[0] + b[1] + b[2]) 73

Each row above is indexed with i. The ith row contains the
ith leaf-product denoted by Ip,, and its weight denoted by w,.
Note that two of the leaf-products are redundantly the same.

The value of t can be computed as the weighted sum of the
leaf-products as in (15).
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6 37
t=ab:Z Ipi-w;
i=0

But this does not provide any advantage in terms of com-
putational complexity. Thus, the value of t can be expressed
with a modified set of leaf-products and weights so that an
efficient scheme for computing the weighted sum can be
found. For this purpose, the following substitutions can be
made for Ip,=(a[0]+a[1]+a[2])(b[O]+b[1]+b[2]):

(38)
= (a[0] + a[1]D(®[0] + B[1]) + a[0]5[0] +

(al0] + al2])(B[0] + b[2]) + a[1]6[1] +
(a[1]+ al2D(b[1] + b[2]) + a[2]b[2]

The equality above always holds for arbitrary polynomials
over GF(2™) like a[0], a[1], a[2], b[0], b[1], b[2]. After the
substitution, the result is again a weighted sum. Every distinct
product in the result is defined as a leaf-product. Let lp,
denote a particular one of them. This product can appear more
than once in the result with different weights. These different
weights can be added into a single weight and denoted by w,':

i Leaf-Products (Ip';) Weights (w',)
0 a[0] b[0] l+z+22

1 a[1]b[1] z+72+7°

2 a[2] b[2] 22+ 474

3 (a[0] +a[1]) (b[0] + b[1]) z

4 (a[0] + a[2]) (b[0] + b[2]) 72

5 (a[1] +a[2]) (b[1] +b[2]) 73

As before, each row above contains a leaf-product and its
weight, and the corresponding weighted sum gives t:

5 39
t=ab:Z Ipi-w;
i=0

The weighted sum of the first three leaf-products in the list
above can be written as follows:

a[0]b[0](1+z+22)+a[1]b[1](z+2+2>)+a[ 2] B[2)(P+>+

4 (40)
The weights above can be written as
n-1
Z 7t
=0
for i=0, . . ., n—1 where n=3. These weights are in the form

mentioned in Proposition 2, allowing the weighted sum of the
first three leaf-products to be computed efficiently as
described in the proposition. But, this weighted sum is a
partial result for t. To obtain t, this partial result must be added
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to the weighted sum of the remaining leaf-products in the list
above. This weighted sum is:

(a[0]+a[1]) (b[0J+b[1])z+(a[0]+a[2]) (B[O])+b[2] 2+

(a[1/+a[2]) G[1/+b[2]) (41)

The function below performs the multiplication of 3-word
polynomials by computing the weighted sum of the leaf-
products:

Inputs: a, b: 3-word polynomials

Output: t: 6-word polynomial

Temporary: Ip;: 2-word polynomials

/* Compute the first three leaf-products */

Ip; := MULGF2(a[i], b[i]) i=0,...,2
/* Compute h from (23) forn=3%*/

h[0] := Ipo[0]

hi] := Ip;[0] + Ip;_,[1] i=1,...,2

h[3] = Ip,[1]
/* Compute the partial result from (24) forn =3 */

t[0] := h[0]
t[i] = tfi — 1] + h[i] i=1,2
t[5] := h[3]
t[i] = tfi + 1] + h[i - 2] i=4,3

/* Compute the remaining leaf-products */
Ip; :== MULGF2(a[0] + a[1], b[0] + b[1])
Ip,4 :== MULGF2(a[1] + a[2], b[1] + b[2])
Ips :== MULGF2(a[0] + a[2], b[0] + b[2])
/* Update t with the weighted sum of the remaining leaf-products

in (41) #/
t1] = t[1] + Ip3[0]
t[2] == t[2] + Ip3[1] + Ip5[0]
t[3] :=t[3] + Ips[0] + Ips[1]
t[4] = t[4] + Ipa[1]

The function above needs 18 word-additions (XOR) and 6
word-multiplications (MULGF2).

Function KOA4

Let a and b be 4-word polynomials, and their product be
t=ab. The product t can be decomposed into the leaf-products,
as described above. These leaf-products and their weights are
given below:

Leaf-Products (Ip;) Weights (w;)

0 a[0] b[0] l+z+22+7°
1 a[1]b[1] z+22+2° +7*
2 a[2] b[2] 2+ +724+ 7
3 a[3] b[3] P AR AR
4 (a[0] + a[2]) (b[0] + b[2]) 22+7
5 (a[1] + a[3]) (b[1] + b[3]) 2+t
6 (a[0] + a[1]) (b[0] + b[1]) 22+ 7
7 (a[2] + a[3]) (b[2] + b[3]) 2+7
8 (a[0] + a[1] + a[2] + a[3]) (b[0] + z*

b[1] +b[2] + b[3])

Each row above is indexed with i. The ith row contains the
ith leaf-product denoted by lp, and its weight denoted by w,.

The value of t can be computed as the weighted sum of the
leaf-products as in Equation (15).

8 “42)
r=ab= Z Ip;w;
=0
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The first four weights can be written as
n-1
Z i
=0

for i=0, . . ., n-1 where n=4. Also, the fourth and the fifth
weights can be written as

1
Z

n—,

n
o2

i+
J=0

for i=0, . . ., n-m-1 where n=4 and m=2. These weights are
in the forms mentioned in Proposition 2. Thus, the weighted
sum of the first six leaf-products lp,, 1p;, 1p,, Ips, 1p4, and Ips
can be computed efficiently, as described in the proposition.
But, this weighted sum is only a partial result for t. To obtain
t, this partial result must be added to the weighted sum of the
remaining leaf-products in the list above.

The function below performs the multiplication of 4-word
polynomials by computing the weighted sum of the leaf-
products.

Inputs: a, b: 4-word polynomials
Output: t: 8-word polynomial
Temporary: Ip;: 2-word polynomials
/* Compute the first four leaf-products */
Ip; := MULGF2(a[i], b[i]) i=0,...
/* Compute h from (23) forn=4*/
B[] = Ipe[0]
hi] = Ip;[0] + Ip; (1]
h{4] = Ip[1]
/* Compute the fourth and fifth leaf-products */
Ip4 := MULGF2(a[0] + a[2], b[0] + b[2])
Ips := MULGF2(a[1] + a[3], b[1] + b[3])
/* Compute h' from (33) forn=4and m=2%*/
1'0] := Ip,[0]
B[1] := Ips[0] + Ipa[1]
1[2] = Ips[1]
/* Compute the partial result from (24) and (34) forn =4
andm =2 */

,3

i=1,...,3

t[0] := h[0]

t[i] == t[i — 1] + h[i] i=1
t[i] = t[i — 1] + h[i] + b'[i - 2] i=2,3
t[7] := h[4]

t[i] = t[i + 1] + h[i - 3] i=6
t[i] == t[i + 1] + h[i — 3] + h'[i - 3] i=5,4

/* Compute the remaining leaf-products */

Ips := MULGF2(a[0] + a[1], b[0] + b[1])

Ip; := MULGF2(a[2] + a[3], b[2] + b[3])

Ipg == MULGF2(a[0] + a[1] + a[2] + a[3], b[0] + b[1] + b[2] + b[3])
/* Update t with the weighted sum of the remaining leaf-products
in (41) */

t{1] := t[1] + Ips[0]
t2] := t[2] + Ipg[1]
t3] := t{3] + Ips[0] + Ips[0] + Ip7[O0]
t4] := t{4] + Ips[1] + Ips[1] + Ip7[1]
t[5] := t[3] + Ip,[0]
t[6] 1= t[6] + Ip,[1]

The function above needs 38 word-additions (XOR) and 9
word-multiplications (MULGF2). Note that, when lpg, lp,
and lpg, are computed, 4 XOR operations can be gained at the
expense of additional storage.

Nonrecursive Functions to Multiply Larger Polynomials
In the previous sections, the functions KOA2, KOA3 and
KOA4 were presented for multiplying 2-, 3-, and 4-word
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polynomials. These functions each compute a weighted sum
of leaf-products that yields the output product.

The leat-products and their weights are obtained by
decomposing the output products into the leaf-products as
described above. Sometimes, however, the leaf-products can
be redundantly the same and their weighted sum can be sim-
plified by algebraic manipulations. An example of this
manipulation was shown with respect to KOA3.

For the multiplication of the larger polynomials, the same
method can be continued to obtain their leaf-products and
weights. With the increasing polynomial size, however,
removing the redundancies and simplifying the weighted sum
of leaf-products becomes more difficult. To overcome this
problem, the leaf-products and the weights for the multipli-
cation of the larger polynomials can be derived from the
leaf-products and the weights derived for the multiplication
of the smaller polynomials. Every time a new set of of the
leaf-products and the weights is obtained, they can be opti-
mized. In this fashion, each set of the leaf-products and the
weights can be derived from the already optimized leaf-prod-
ucts and the weights. Therefore, only a minor amount of
optimization is required in each derivation. This process is
more fully explained in the following section.

Deriving Leaf-Products and Weights for the Multiplication of
n-Word Polynomials and for the Multiplication of (n-1)-
Word Polynomials

Let n be an even number. Assume that the product of
n/2-word polynomials can be expressed by the following
weighted sum:

43
Z LeafProduct; Weight,. “3)
Vi

The leaf-products and the weights above are derived for the
multiplication of n/2-word polynomials. From them, the leaf-
products and the weights for the multiplication of n and
(n-1)-word polynomials can be derived.

Let t be the product of the n-word polynomials a and b. The
product t can be decomposed into three half-sized subprod-
ucts according to the following equation (which is similar to
equation (14) above):

t=low (1+z"?)+mid 2"?+high (z"?+z” (44)

Note that low, mid and high are the product of n/2-word
polynomials:

low=a;b;
mid=(a;+az)(by+by)
high=(az; bz,) (45)
where n/2-word polynomials are:

arp=al[0#n/2]

b, =b[0#n/2]

ag=an2#n/2]

bu=b[n/2#n/2] (46)

These terms can be expressed in the weighted sum of
Equation (43) as follows:
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47
low = Z LeafProduct(ay,, by)Weight, “n
Vi

mid = Z LeafProduct;(ar, + au, by, + by)Weight,
Vi

high= Z LeafProduct;(ay, by )Weighs;
Vi

where the LeafProduct,’s are defined from the words of n/2-
word polynomials.

Note that the product of the n-word polynomials, t, can be
expressed with the following weighted sum:

48
= Z LeafProduct(ay,, by )Weight,(1 + 7%+ “8)

Vi

Z LeafProduct(ar + ay, by, + bH)Weight‘-z”/2 +
vi

Z LeafProduct;(ay, by)Weight; @+
vi

This weighted sum yields the product of the (n-1)-word
polynomials, where the last words of a and b are zero (i.e.,
a[n-1]=0 and b[n-1]=0).

Then, the product of the (n-1)-word polynomials can be
given by the following weighted sum:

4
= Z LeafProduct(ay,, by )Weight,(1 + 7%+ “9)
vi

Z LeafProduct(ar + aly, by + biy)Weight 2% +
Vi

Z LeafProduct,(ay, by)Weight, @+
Vi

where a;'=a[n/2#1/2-1] and b,'=b[n/2#n/2-1]. In summary,
the leaf-products and the weights for the product of the
n-word polynomials can be written as follows:

Leaf-Products Weights

LeafProduct;(az, by) Weight(1 + z%?)

=™

LeafProduct;(a; + agp, by + byy) Weight,z"?

<

LeafProduct;(ag, byy) Weight,(z*2 + z%)

2

i

Similarly, the leaf-products and weights for the product of
the (n-1)-word polynomials can be written as follows:
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Leaf-Products Weights

LeafProduct;(a; , by) Weight,(1 + z¥2)

ihg!

LeafProduct;(a; + a3/, by + by') Weight,z"?

<

LeafProduct;(ag’, by Weight, (z*? + z%)

<

Optimizing Leaf-products and Weights

In general, in one exemplary embodiment, optimizing the
leaf-products and weights means that: (1) no leaf-products
are redundantly the same; and (2) the weights are in the form
mentioned in Proposition 2 and its corollary. In this sense, the
leaf-products and the weight which are derived for the mul-
tiplication of n-word polynomials in the previous section are
optimum so long as LeafProduct; and Weight; are optimum.
Further, the leaf-products and the weights which are derived
for the multiplication of (n-1)-word polynomials are not
optimum, even if LeafProduct, and Weight, are optimum.

This can be explained as follows. The leaf-products
derived for the multiplication of (n-1)- and n-word polyno-
mials are the same, except that a[n-1]=0 is substituted in the
former. The leaf-products are the sum of the words of the
inputs a and b. If two leaf-products are the sum of the same
words and differ in only a[n-1], there will be no problem for
n-word polynomials. However, these two leaf-products look
alike for (n-1)-word polynomials. That is, the leaf-products
are redundantly the same.

According to the criteria recited above, Weight, are opti-
mum if

n2-1
Weight, = Z Hfori=0, ...
=0

,nj2—1.

Three new sets of weights were derived, which can be rewrit-
ten as:

nf2—1
U+ 3" for i1=0,... ,n/2-1
J=0
nf2-1
2N for 2=0,... ,n/2—1
J=0
nf2-1 o
@Pagn ) for B=0,.. ,n/2-1
=
Note that
nf2—-1 o nf2-1 o nf2-1 .
(l +Zn/2)Z le+j+(zn/2+zn)2 213+j - Z Zl+_/
Jj=0 Jj=0 =0
i=i1,13+n/2
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Thus, these weights can be written as:

n-1
Zz‘” for i=0,... ,n-1
=0

n2-1
z”/zZ 7% for i=0,... ,n/2-1
=

These weights are in the forms mentioned in Proposition 8
and in its corollary, and thus are optimum. Thus, the leaf-
products and the weights derived for n-word polynomials
may not need to be optimized when the leaf-products and
weights derived for (1n/2)-word polynomials have already
been optimized. Moreover, the leaf-products and the weights
derived for (n-1)-word polynomials may need to be opti-
mized.

Function KOAS

Let a and b be 5-word polynomials, and their product be
t=ab. The product t can be decomposed into leaf-products in
the manner described above. The product t may also be
expressed in accordance with the algebraic manipulations
described in the previous section. First, zero is substituted for
the sixth words a[5] and b[5] in the leaf-product, because the
polynomials, which we multiply using the KOAS function,
are of five words, not six. At the end, the following leaf-
products and weights are obtained:

34
made for Ip, ;=(a[0]+a[2]+a[3])(b[0]+b[2]+b[3]) and Ip,,~(a
[1]+a[3]+a[4])(b[1]+b[3]+b[4]):

5 (al0] +a[2] + a[3]) Gh
0]+ (2] + 3] (al0] + a[2D(6[0] + B[2]) + a[01P[0] +
(al0] + a[3])(B[0] + b[3]) + a[2]b[2] +
(al2] + a[3D(b[2] + b[3]) + a[3][3]
10 (all]+al3] +al4]) 62
ol 34 b[A]) (all]+ al3D([1] + b[3]) + a[l]6[1] +
(a[l]+ a[4D(B[1] + b[4]) + a[3]6[3] +
(a[3] + a[4D(b[3] + b[4]) + al[4]b[4]
15

After the substitution, the result is again a weighted sum.
Every distinct product in the result is defined as a leaf-prod-
uct. Let Ip,' denote a particular one of them. This product can
appear more than once in the result with different weights. Let
these different weights be added into a single weight and

20
denoted as w,'. The new leaf-products and weights become:
25 i Leaf-Products (Ip") Weights (w')
0 a[0] b[0] l+z+22+23+7%
1 a[1]b[1] z+22+728+ 74+ 7
2 a[2] b[2] 2+ v+ 428

Leaf-Products (Ip;)

Weights (w;)

0 a[0] b[0] l+z+22+723+78+7°
1 a[1]b[1] 2+ 22+ 224720+ + 78
2 a[2] b[2] 2+ 4+t + 2 +25+ 7
3 a[3] b[3] Pt 47204727 +78
4 a[4] b[4] 4+ 28477+ 547
50 P48+ 72 +25+2° +21°
6 (a[0] +a[1]) (b[0] + b[1]) z+7*

7 (a[0] + a[2]) (b[0] + b[2]) 22 +7°

8 (a[1]+a[3]) (b[1]+b[3] 73+ 78

9 (a[3] +a[4]) (b[3] + b[4]) vz’
10 (a[3]+0) (b[3] +0) 2> +2°
11 (a[4] +0) (b[4] + 0) 26 +7°
12 (a[0] + a[3]) (b[0] + b[3]) Btz
13 (a[1] + a[4]) (b[1] + b[4]) A TR ¥ s
14 (a[2] +0) (b[2] + 0) 22 +2%+z
15 (a[0] + a[1] + a[3] + a[4]) (b[0] + b[1] + b[3] + b[4])  z*
16 (a([0] + a[2] + a[3] + 0) (b[0] + b[2] + b[3] + 0) z°

[ 6

,_
~1
—_
=
=
+
£
=t
+

a

=

+0]) (b[1] + b[3] + b[4] + b[0])

N

Each row above is indexed with i. The ith row contains the
ith leaf-product denoted by lp, and its weight denoted by w,.
The value of t can be computed as the weighted sum of the
leaf-products as in Equation (15).

17
t=ab:Z Ip; - w;
i=0

However, this does not provide any advantage in terms of
computational complexity. Instead, the value of t can be
expressed with a modified set of leaf-products and weights so
that an efficient scheme for computing the weighted sum can
be found. For this purpose, the following substitutions can be

50
-continued
i Leaf-Products (Ip';) Weights (w',)
» 3 a[3]b[3] St +8+77
4 a[4] b[4] 24+ 8+7" + 78
5 (a[0] + a[3]) (b[0] + b[3]) 723+ 7%
(50) 6 (a[1]+a[4]) (b[1] + b[4]) v 7’
7 (a[0] +a[1]) (b[0] + b[1]) z+7
60 8 (a[0]+a[2]) (b[O] + b[2]) z
9 (a[1] +a[2]) (b[1] + b[2]) 23
10 (a[2] +a[3]) (b[2] + b[3]) z°
11 (a[2] +a[4]) (b[2] + b[4]) 28
12 (a[3] +a[4]) (b[3] + b[4]) vz’
13 (a[0] +a[1] + a[3] + a[4]) (b[0] + b[1] + z*
65 b[3] +b[4])




US 7,447,310 B2
35 36

The function below performs the multiplication of 5-word The function above needs 57 word-additions (XOR) and 14

polﬁnomials, by computing the weighted sum of the leaf-  word-multiplications (MULGF2). Note that when Ip-, Ip,.,
products.

and lp, ; are computed, 4 XOR operations are gained at the

Inputs: a, b: 5-word polynomials
Output: t: 10-word polynomial
Temporary: Ip;: 2-word polynomials
/* Compute the first four leaf-products */
Ip; :== MULGF2(a[i], b[i]) i=0,...,4
/* Compute h from (23) forn=5*/
h[0] = Ipo[0]

5 expense of additional storage.

Function KOA6
Let a and b be 6-word polynomials, and their product be

10" t=ab. The t can be decomposed into the leaf-products as
follows:
i Leaf-Products (Ip;) Weights (w;)
a[0] b[0] 1+z+22+z3+z4+z5
a[1]b[1] 2+ 22+ 4720+ 20 + 28
a[2] b[2] 2+t 4+ 425477
a[3] b[3] Bt +725+727+78
a[4] b[4] AR AR T AR AT AR
[51b[5] Z+8+7" + 8+29+z

—_
SV UE W= O
)
wn

(a[0] +a[1]) (b[0] + b[1]) z+7*
(a[0] + a[2]) (b[0] + b[2]) 2+7°
(a[1] +a[3]) (b[1] + b[3]) 23 +2°
(a[3] + a[4]) (b[3] + b[4]) 24477
(a[3] +a[5]) (b[3] +b[5]) 7> +78
11 (a[4] +a[5]) (b[4] + b[5]) 2% +2°
12 (a[0] + a[3]) (b[0] + b[3]) Bzt
13 (a[1] +a[4]) (b[1] + b[4]) 24477+ 78
14 (a[2] +a[5]) (b[2] + b[5]) 22 +728+77
15 (a[0] +a[1] + a[3] + a[4]) (b[0] + b[1] + b[3] + b[4]) z*
16 (a[0] +a[2] + a[3] + a[5]) (b[0] + b[2] + b[3] + b[5]) z°
17 (a[1] +a[3] + a[4] + a[5]) (b[1] + b[3] + b[4] + b[5]) 28

The function below performs the multiplication of 6-word

-continued 5 polynomials, by computing the weighted sum of the leaf-
B[] = 1p,[0] + Ip,_,[1] i=1,...,4 products.
h{5] = Ipy[1]
/* Compute the fourth and fifth leaf-products */
Ips := MULGF2(a[0] + a[3], b[0] + b[3])
Ipg := MULGF2(a[1] + a[4], b[1] + b[4]) 40 Inputs: a, b: 6-word polynomials

/* Compute h' from (33) forn=5and m=3*/

1'[0] := Ips[0]

E[1] := Ipg[0] + Ips[1]

1[2] = Ipg[1]
/* Compute the partial result from (24) and (34) forn=35
andm =3 */

t[0] == h[0]

Output: t: 12-word polynomial
Temporary: Ip;: 2-word polynomials
/* Compute the first six leaf-products */

Ip; := MULGF2(a[i], b[i]) i=0,...,5
/* Compute h from (23) forn=6*/
45 1'0] := Ipo[0]
'[i] = Ip;[0] + 1P;_[1] i=1,...,5

tli] = t[i - 1] + h[i] i=1, h'[6] = Ips[1]
tli] ==t[i— 1]+ h[i] +h'[i - 3] i=3, /* Compute the 12th, 13th and 14th leaf-products */
t[9] :=h[5] Ip;» == MULGF2(a[0] + a[3], b[0] + b[3])
tli] =t[i + 1]+ h[i - 4] i=8, Ip,3 :== MULGF2(a[1] + a[4], b[1] + b[4])
th] ==tli+1]+h[i- 4]+ h'[i - 4] i=6, Ipy4 == MULGF2(a[2] + a[5], b[2] + b[5])
/* Compute the remaining leaf-products */ 30 /* Compute h' from (33) for n=6andm=3%
Ip; :== MULGF2(a[0] + a[1], b[0] + b[1]) '[0] = Ip;5[0]
Ipg = MULGF2(a[0] + a[2], b[0] + b[2]) W[1] = Ip3[0] + Ipo[1]
Ipy == MULGF2(a[1] + a[2], b[1] + b[2]) 1'2] = Ip,4[0] + Ipy5[1]
1pyo = MULGE2(a[2] + a[3], b[2] + b[3]) B3] == Ip,4[1]
Ip;, = MULGF2(a[2] + a[4], b[2] + b[4]) /* Compute the partial result from (24) and (34) forn=16
Ip,5 := MULGF2(a[3] + a[4], b[3] + b[4]) 55 andm = 3 */
Ip;s == MULGF2(a[0] + a[1] + a[3] + a[4], b[0] + b[1] + t[0] := h[0]
b[3] + b[4]) tli] =tli - 1]+ hi] i=1,2
/* Update t with the weighted sum of the remaining leaf- t[i] == t[i — 1]+ h[i] + h'[i - 3] i=3,4,5
products * t[11] := h[6]
t[1] = t[1] + Ip,[0] tl] =tli+1]+h[i-35] i=10,9
t[2] :=t[2] + Ip,[1] + Ipg[O] 60 tli] :==tli+ 1]+ h[i-5]+h'[i-5] i=8,7,6
t[3] :=t[3] + Ipo[0] + Ipg[1] /* Compute the remaining leaf-products */
t[4] == t[4] + Ipo[1] + Ip3[0] + Ip7[0] + Ip;5[0] Ips := MULGF2(a[0] 3[1] b[0] + b[1])
t[5] :=t[5] + Ip1o[0] + Ipy3[1] + Ip7[1] + Ip1[1] Ip7 := MULGF2(a[0] + a[2], b[0] + b[2])
t[6] := t[6] + Ip;o[1] + Ip;, [0] Ipg := MULGF2(a[1] +a[3], b[1] + b[3])
t[7] == t[7] + Ip;[0] + Ipy, [1] Ipy := MULGF2(a[3] + a[4], b[3] + b[4])
t[8] :=t[8] + Ip;5[1] 65 Ipyo := MULGF2(a[3] + a[5], b[3] + b[5])
Ip,, := MULGF2(a[4] + a[5], b[4] + b[5])
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-continued

Ip;s == MULGF2(a[0] +
b[3] + b[4])
Ip; = MULGF2(a[0] +
b[3] + b[5])
Ip,7 == MULGF2(a[1] +
b[4] + b[5])
/* Update t with the weighted sum of the remaining leaf-
products */

t[l]

a[l] +a[3] +a[4], b[0] + b[1] +
a[2] +a[3] +a[5], b[0] + b[2] +

a[3] + a[4] +a[5], b[1] + b[3] +

3
4 +1pg[0] + Ipy5[0]

1+ Ipgl1] + Ipys[1] + Ipy6[0]

0] + Ipg[0] + Ip;7[0] + Ip,6[1]
} +Ipg[1] + Ipy5[1]
1

Woo oo oo

t[2]
]
ik
]
1
1
Ik
1:
0

P e S S S S
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6
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1

The function above needs 81 word-additions (XOR)and 18
word-multiplications (MULGF2). Note that when the
remaining leaf-products are computed and the result updated
with their weighted sum, 9 XOR operations are gained. Addi-
tional storage, however, may be needed to achieve this gain.

Performance Analysis

The performance of the disclosed GF(2™) multiplication
methods mainly depend on the performance of the particular
LKOA implemented. The cost of the modulo reduction opera-
tion is typically less significant if a trinomial or pentanomial
is selected as the irreducible polynomial. In the following
table, the number of XOR and MULGF?2 operations required
to multiply polynomials having a size between 2 and 6 words
using standard multiplication, the KOA, and the LKOA
described above is given.

Polynomial Size n

2 3 4 5 6
XOR Standard 4 12 24 40 60
KOA 8 28 40 84 108
LKOA 7 18 38 57 81
MULGEF2 Standard 4 9 16 25 36
KOA 3 7 9 17 21
LKOA 3 6 9 14 18

As seen in Table 6, the standard multiplication needs n*
MULGEF2 operations to compute the partial products and
needs 2n(n-1) XOR operations to combine these partial prod-
ucts. The number of XOR and MULGF2 operations required
for the KOA is calculated using a computer program, such as
a Maple program. As seen from Table 6, the LKOA and the
KOA need more XOR operations. However, the LKOA and
the KOA need fewer MULGF2 operations than the standard
multiplication. Because the emulation of MULGF2 is very
costly, the LKOA and the KOA outperform the standard mul-
tiplication.

In comparison to other methods, GF(2™) multiplication
with the LKOA is more efficient, can be implemented in
software in a computer-based environment, does not require a
look-up table, and does not have a restriction on the field size
m. Although the LKOA may require extra code size, the
overall code size is still very reasonable. For example, the
code for the particular implementation discussed above in the
C programming language requires at most 5 kbytes.
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A multiplication method using both the LKOA and the
KOA for calculating polynomials in GF(2™) may be imple-
mented in software. Trinomials and pentanomials may be
used for the reduction procedure that follows multiplication.
Table 7 gives the timing results for two particular implemen-
tations for multiplying GF(2™): (1) the LKOA; and (2) the
KOA.

TABLE 7
Timing results for GF(2™) multiplication by the
KOA and the LKOA
Field Size m 163 211 233 283

Field Size in words (n = [m/32]) 6 7 8 9
GF(2™) multiplication by KOA 92pus 102ps 10.6ps 188 pus
GF(2™) multiplication by LKOA 5.0 s 63us  67ps 103 ps

The multiplication time for the finite fields GF(2'%3),
GF(2*'h), GF(2**?), and GF(2***), which are commonly used
in the elliptic curve cryptography, were measured. The par-
ticular platform used in the measurement was a 450-MHZ
Pentium Il machine with 256 Mbyte RAM. The timing results
show that the LKOA is nearly two times faster than the KOA
for GF(2™) multiplication.

An Example of Multiplication Using a Nonrecursive Algo-
rithm

The operation of one of the nonrecursive algorithms is
illustrated in the following example and in FIGS. 6 through 8.
In particular, FIGS. 6 through 8 illustrate the operation of the
KOA3 algorithm by relating it to the recursion tree of FIG. 2.
In this example, two polynomials “110110” and “100101”
(i.e., 14+x+x*x+x* and 14+x>*°) are multiplied together. Both
polynomials comprise three two-bit words. Thus, the operand
size 1s n=3, and the word size is w=2. Leta denote 110110 and
a[i]denote the ith word of 110110. Also, let b denote 100101
and b[i]denote the ith word of 100101.

The first process in the KOA3 algorithm is to compute the
first three leaf-products lp,, lp,, and lIp,. In particular, these
subproducts are lp,=11*10=1100, lp,=01*01=0010, and
Ip,=10*01=0100. As shown in F these subproducts corre-
spond to branches of the related recursion tree. In particular,
Ip, corresponds to branch 231, lp, corresponds to branches
233 and 236, and ip, corresponds to branch 226.

The second process in the KOA3 algorithm is to compute h
from these leaf-products according to Equation (23). In par-
ticular, h is computed as follows:

7[0]:=lpo[0]

Rl =Ip{0]+lp, [1] =1, .., 2

k[3]:=lp,[1]
FIG. 6 shows this computation as a weighted sum of word-
shifted versions of the leaf-products.
The third process in the KOA3 algorithm is to compute the
partial result according to the following weighted sum:

t[0]:=h[0]

ifif:=tfi-1]J+hfi] fori=1,2

1f5]:=h{3]

tfi]:

FIG. 7 illustrates this computation as a weighted sum of the
individual words from h combined with previously calculated
terms. For instance, t[0] is calculated first. Then, t[1] is cal-
culated from h[1] and the previously calculated value of t[0].

=tfi+1]+hfi-2] for i=4,3



US 7,447,310 B2

39
Similarly, t[5] is calculated after t[0] through t[2]. Then, t[4]
is calculated as the sum of h[4] and the previously calculated
value oft[5]. In this manner, the partial result is determined by
storing and reusing previously calculated values, thereby
reducing the number of XOR operations required to obtain
the partial result.

The fourth process in the KOA3 algorithm is to determine
the remaining leaf-products lps, lp,, and Ips. In particular,
these subproducts are 1p,=10*11=1100, 1p,=01*11=0110,
and 1ps=11*00=0000. As shown in FIG. 8, these subproducts
correspond to branches of the related recursion tree. In par-
ticular, lp; corresponds to branch 232, Ip, corresponds to
branch 234, and lps corresponds to branch 235. Note that Ips
no longer corresponds precisely to branch 235, but has
instead been modified through the algebraic substitutions
recited above to comprise the subproduct (a[1]+a[2])(b[1]+b
[2]). As more fully discussed above, the algebraic substitu-
tions can performed to maximize the number of one-word
subproducts having weights in the form

n—1
DI
=0

for i=0, . . ., n-1, which can be efficiently calculated.

The fifth process in the KOA3 algorithm is to update the
partial result with the remaining leaf-products. In particular,
this update is performed as follows:

(1]:=1[1]+ip5[0]
12]:=1[2]+p5[1]+ip,[0]
13]:=1[3]+ps[0]+ipa[1]

i4]:=1[4]+ips[1]

FIG. 8 illustrates this computation as a weighted sum of
word-shifted versions of the remaining leaf-products. As a
result of this computation, the final result is obtained. The
final result may then be used as part of a recursive algorithm
to compute the product of operands having a larger word size.

Applications of the LKOA

The methods described above may be used in a variety of
different applications wherein multiplication of multi-preci-
sion numbers is performed. For example, the methods may be
used in a software program that performs arbitrary-precision
arithmetic (e.g., Mathematica) or in other specialized or gen-
eral-purpose software implementations. Additionally, the
methods may be used in the field of cryptography, which
often involves the manipulation of large multi-precision num-
bers. For example, the methods may be used to at least par-
tially perform the calculation of a variety of different crypto-
graphic parameters. These cryptographic parameters may
include, for instance, a public key, a private key, a ciphertext,
a plaintext, a digital signature, or a combination of these
parameters. Cryptographic systems that may benefit from the
disclosed methods and apparatus include, but are not limited
to, systems using the RSA algorithm, the Diffie-Hellman key
exchange algorithm, the Digital Signature Standard (DSS),
elliptic curves, the Elliptic Curve Digital Signature Algorithm
(ECDSA), or other algorithms.

In one particular implementation, the methods are used, at
least in part, to generate and verify a key pair or to generate
and verify a signature according to the ECDSA. For example,
the methods may be used to compute Q=dG during the key
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pair generation process, wherein Q is a public key, d is a
private key, and G is abase point. Moreover, the methods may
be used to verity that nQ=0 during the key pair verification
process, wherein n is the order of the point G, and O is the
point at infinity of the elliptic curve. Similarly, the methods
may be used to compute kG=(x,,y, ), wherein k is arandom or
pseudorandom integer, and (x,, y,) are points on an elliptic
curve. The methods may similarly be used to calculate the
related modular, inverse modular, and hash functions during
the signature generation and verification processes.

Any of the methods described above may be implemented
in a number of different hardware and/or software environ-
ments. FIG. 9 shows a block diagram of one exemplary gen-
eral hardware implementation. More particularly, FIG. 9
shows a multiplying apparatus 900 (e.g., a computer) that
includes a processor 910 (e.g., a microprocessor), memory
912 (e.g., RAM or ROM) and an input data path 914. Any one
of'the multiplication methods described above may be stored
in the memory or on a computer-readable medium (e.g., hard
disk, CD-ROM, DYD, floppy disk, RAM, ROM) that is sepa-
rate from the memory 912 and accessible by the processor
910 before or during execution of the algorithm. During
operation, the input operands (e.g., polynomials) may be
supplied via the input data path 914 or by the memory 912.
The processor 910 and the memory 912 are coupled together
via the data paths 916, which enable the various read and
write operations performed during the algorithm. The final
product computed by the processor 910 may be output from
the processor on output data path 916 or stored in the memory
912 for later use. The details of this general hardware imple-
mentation are omitted.

As noted, the disclosed methods may be used in cryptog-
raphy to help compute a variety of cryptographic parameters
using multi-precision multiplication. FIG. 10 shows a block
diagram of a general cryptographic apparatus 940 that may be
used to multiply two operands to produce a cryptographic
parameter. The apparatus 940 includes a cryptographic pro-
cessor 950 used to perform the algorithm; memory 952 used
to store the operands, the intermediate results, and computer-
executable instructions for performing the algorithm; and an
input data path 954. The apparatus 940 operates much like the
apparatus described in FIG. 9, but produces a cryptographic
parameter at its output 956. The cryptographic parameter may
be related to or constitute a portion of a public key, private
key, ciphertext, plaintext, digital signature, or some combi-
nation thereof. The parameter may also constitute a number
of other values used in cryptography. The cryptographic
apparatus 940 may be included in a variety of security appli-
cations. For instance, the apparatus 940 may be included in a
secure transaction server used for financial transactions, con-
fidential record storage, SmartCards, and cell phones.

In view of the many possible implementations, it will be
recognized that the illustrated embodiments include only
examples and should not be taken as a limitation on the scope
of'the disclosed technology. Instead, the invention is intended
to encompass all alternatives, modifications, and equivalents
as may be included within the spirit and scope of the technol-
ogy defined by the following claims.

What is claimed is:

1. A computer-implemented cryptographic method of mul-
tiplying a first polynomial and a second polynomial over a
finite field having 2™ elements, wherein m is a positive inte-
ger, comprising:

representing the first polynomial and the second polyno-

mial as an array of n words having a size of at least two
bits, wherein n is an integer;
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using a recursive algorithm to decompose a multiplication
of'the first polynomial and the second polynomial into a
weighted sum of iteratively smaller subproducts;

using a nonrecursive algorithm to complete the multiplica-

tion when a size of the smaller subproducts is less than or
equal to a predetermined size, the predetermined size
being at least two words; and

storing a cryptographic parameter associated with the mul-

tiplication in a memory.

2. The method of claim 1, wherein the predetermined size
is six words.

3. The method of claim 1, wherein the recursive multipli-
cation algorithm is a Karatsuba-Ofman algorithm.

4. The method of claim 1, wherein the step of using a
nonrecursive multiplication algorithm includes the step of
excluding pairs of redundant subproducts.

5. The method of claim 1, wherein the nonrecursive mul-
tiplication algorithm stores and reuses previously calculated
intermediate values to determine subsequent intermediate
values.

6. The method of claim 5, wherein the previously calcu-
lated intermediate values are used to determine a weighted
sum of subproducts having weights of the form

n—1
2
=0

fori=0, . .., n-1, wherein i and j are index integers.
7. The method of claim 6, wherein the subproducts having
weights of

n—
i+

1
Z
J=0

for i=0, . . ., n-1 are one-word subproducts Ip, of a corre-
sponding recursion tree, and the weighted sum of the sub-
products is denoted as t, the method further comprising:
calculating a (n+1)-word polynomial h from the one-word
subproducts lp, wherein,

h{0]=Ipo[0],

hfi]=Ip,[01+lp;_[1], for i=1,. .. ,n-m-1,

hfn-m]=lp, , \[1],
where h[i] is the ith word of h and m-1 is a degree of the first
polynomial; and
calculating a weighted sum t from words of h, wherein

t[i]=h[i], for i=0,
tfi]=tfi-1]+h[i], for O<i=n-1,
tfij=hfi-n +1], for i=2n-1,

tfij=tfi+1]+hfi-n+1], for n =i<2n-1,

where t[i] is the ith word of t.

8. The method of claim 1, wherein at least one of the first
and the second polynomials corresponds to at least a portion
of'a private key, and a product of the first polynomial and the
second polynomial corresponds to a public key.

9. The method of claim 1, wherein the first polynomial and
the second polynomial are cryptographic parameters and the
multiplication is associated with signature generation.
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10. The method of claim 9, wherein the signature genera-
tion is associated with an elliptic curve digital signature.

11. The method of claim 1, wherein the first polynomial
and the second polynomial are associated with cryptographic
parameters and the multiplication is associated with signature
verification.

12. The method of claim 11, wherein the signature verifi-
cation is associated with an elliptic curve digital signature.

13. A computer-readable medium storing a sequence of
instructions that when executed cause a computer to perform
a cryptographic method of multiplying a first polynomial and
a second polynomial over a finite field having 2™ elements,
wherein m is a positive integer, the method comprising:

representing the first polynomial and the second polyno-

mial as an array of n words having a size of at least two
bits, wherein n is an integer;

using a recursive algorithm to decompose a multiplication

of the first polynomial and the second polynomial into a
weighted sum of iteratively smaller subproducts; and
using a nonrecursive algorithm to complete the multiplica-

tion when a size of the smaller subproducts is less than or
equal to a predetermined size, the predetermined size
being at least two words; and

storing a cryptographic parameter associated with the mul-

tiplication in a memory.

14. A computer-implemented cryptographic method of
multiplying a first polynomial and a second polynomial over
a finite field having 2™ elements, wherein m is a positive
integer:

representing the first polynomial and the second polyno-

mial as n words having a size of at least two bits, wherein
n is an integer greater than one;

determining a partial result by calculating a weighted sum

of one-word subproducts having weights of a form

n—1
23
=0

fori=0, . .., n-1, wherein i and j are index integers;
updating the partial result by adding remaining one-word
subproducts; and

storing a cryptographic parameter associated with the mul-
tiplication in a memory.

15. The method of claim 14, further comprising identifying
and excluding pairs of redundant one-word subproducts.

16. The method of claim 14, wherein the determining the
partial result comprises:

storing intermediate calculations in the memory; and
reusing the stored intermediate calculations.

17. The method of claim 14, wherein the one-word sub-
products are denoted as leaf-products Ip,, and the determining
the partial result comprises:

calculating a (n+1)-word polynomial h from the leaf-prod-
ucts Ip, wherein,

h{O=po[0],
R[] =Ip {0 +Ip; 4[1], for i1, . .. n-m-1,

hfn=m]=Ip,_,_[1],

where h[i] is the ith word ofh and m-1 is a degree of the first
polynomial; and
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calculating a weighted sum t from words of h, wherein:

t[i]=h[i], for i=0,
tfi]=tfi=1]+h[i], for O<i=n-1,
tfij=hfi=n+1], fori=2,_1,

tfij=tfi+1]+hfi-n+1], forn <i<2, 1,

where t[i] is the ith word of t.

18. The method of claim 14, wherein at least one of the first
and the second polynomials is associated with a private key,
and a product of the first polynomial and the second polyno-
mial is associated with a public key.

19. The method of claim 14, wherein the first polynomial
and the second polynomial are cryptographic parameters and
the multiplication is associated with signature generation.

20. The method of claim 19, wherein the signature genera-
tion is associated with an elliptic curve digital signature.

21. The method of claim 14, wherein the first polynomial
and the second polynomial are cryptographic parameters and
the multiplication is associated with signature verification.

22. The method of claim 21, wherein the signature verifi-
cation process is associated with an elliptic curve digital
signature.

23. A computer-readable medium storing a sequence of
instructions that when executed cause a computer to perform
a cryptographic method of multiplying a first polynomial and
a second polynomial over a finite field having 2™ elements,
wherein m is a positive integer, the method comprising:

representing the first polynomial and the second polyno-

mial as n words having a size of at least two bits, wherein
n is an integer greater than one;

determining a partial result by calculating a weighted sum

of one-word subproducts having weights of a form

n—
i+

1
Z
J=0

fori=0, . .., n-1, wherein i and j are index integers;
updating the partial result by adding remaining one-word
subproducts; and

storing a cryptographic parameter associated with the mul-

tiplication in a memory.

24. A computer-implemented cryptographic method of
multiplying a first polynomial and a second polynomial over
a finite field having 2™ elements, wherein m is a positive
integer:

representing a product of the first polynomial and the sec-

ond polynomial as a weighted sum of one-word sub-
products;

identifying pairs of redundant one-word subproducts;

removing the pairs of redundant one-word subproducts

from the weighted sum, thereby obtaining a revised
weighted sum; and

storing a cryptographic parameter associated with the mul-

tiplication in a memory.

25. The method of claim 24, wherein the first polynomial
and the second polynomial have n-1 words, where n is an
even integer, and wherein the first and the second polynomials
are padded with zeros such that the first polynomial and the
second polynomial can be represented as n words.

26. The method of claim 25, wherein the zero-padded
words of the first and the second polynomials are excluded
from the revised weighted sum.
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27. The method of claim 24, further comprising identifying
the one-word subproducts having weights of a form

n—1
St
J=0

for i=0, . . ., n-1 through algebraic substitutions, wherein i
and j are index integers, and n is a number of words in the first
and second polynomials.

28. The method of claim 27, further comprising calculating
a weighted sum of the one-word subproducts having weights
of

fori=0, . . ., n-1 by storing and reusing intermediate calcu-
lations.

29. A computer-readable medium storing a sequence of
instructions that when executed cause a computer to perform
a cryptographic method of multiplying a first polynomial and
a second polynomial over a finite field having 2™ elements,
wherein m is a positive integer, the method comprising:

representing a product of the first polynomial and the sec-

ond polynomial as a weighted sum of one-word sub-
products;

identifying pairs of redundant one-word subproducts;

removing the pairs of redundant one-word subproducts

from the weighted sum, thereby obtaining a revised
weighted sum; and

storing a cryptographic parameter associated with the mul-

tiplication in a memory.

30. A computer-implemented cryptographic method, com-
prising:

receiving a first operand and a second operand, the first

operand and the second operand representing a first
polynomial over a finite field having 2™ elements,
wherein m is a positive integer, and a second polynomial
over the finite field having 2™ elements;

multiplying the first operand and the second operand in a

multiplication process, the multiplication process com-
prising:

using a recursive algorithm to reduce the multiplication of

the first operand and the second operand into a weighted
sum of smaller subproducts; and

using a nonrecursive algorithm to multiply the smaller

subproducts when a size of the smaller subproducts is
less than or equal to a predetermined size, the predeter-
mined size being at least two words;

storing a cryptographic parameter associated with the mul-

tiplication in a memory; and outputting the crypto-
graphic parameter associated with the multiplication.

31. The method of claim 30, wherein the predetermined
size is six words.

32. The method of claim 30, wherein the recursive multi-
plication algorithm is a Karatsuba-Ofman algorithm.

33. The method of claim 30, wherein the nonrecursive
multiplication algorithm excludes pairs of redundant sub-
products.

34. The method of claim 30, wherein the nonrecursive
multiplication algorithm uses previously calculated, stored
weighted sums to determine subsequent weighted sums.



US 7,447,310 B2

45 46
35. The method of claim 30, wherein at least one of the a processor for executing computer-readable instructions
operands corresponds to a private key, and the cryptographic for recursively multiplying the first polynomial and the
parameter is a public key. second polynomial by dividing the stored first and sec-
36. The method of claim 30, wherein the cryptographic ond polynomials into multiple smaller subproducts until
parameter is associated with digital signature generation or 5 an input size of the subproducts is less than a predeter-
digital signature verification. mined size and for executing-computer-readable
37. The method of claim 36, wherein the signature genera- instructions for nonrecursively multiplying the subprod-
tion is associated with an elliptic curve digital signature. ucts when the size of the inputs is less than the predeter-
38. A cryptographic apparatus comprising: mined size, the predetermined size being at least two
means for receiving a first polynomial and a second poly- 10 words; and
nomial over a finite field having 2™elements, wherein m means for outputting the product of the first polynomial
is a positive integer; and the second polynomial.

means for storing the first polynomial and the second poly-
nomial as a series of words; k% & %



