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MOBILE PHONE AIDED OPERATIONS
SYSTEM AND METHOD

REFERENCE TO RELATED APPLICATION

This application is related to U.S. patent application Ser.
No. 12/838,021 entitled Computing-System Identifier Using
Software Extraction of Manufacturing Variability, filed Jul.
16,2010, herewith. That application is incorporated herein by
reference.

FIELD

System and method for performing cryptographic opera-
tions, including authentication of valid users.

BACKGROUND

Many processes to be performed on digital systems require
ways to authenticate valid participants in the processes, as
well as ways to securely perform a cryptographic process
itself. This need is rapidly increasing with more data being
completely processed in the digital domain. In addition, there
is a growing need to deal with the daily evolution of security
threats and identity-theft attack techniques. Stand-alone sys-
tems for performing these processes, and the processes them-
selves, are often vulnerable to such threats and attacks.

One way of addressing the above concerns is to recognize
that performance of aspects of such processes over multiple
platforms, as opposed to a stand-alone, would offer a measure
of protection against such threats and attacks. Conveniently,
there are readily available digital devices which might be used
for this purpose. In particular, cellular phones are becoming
an integral part of our daily lives. Many people cannot imag-
ine spending an hour without access to their cellular phones.
With the recent growth in consumer adoption of cellular
phones, it seems natural to utilize cellular phones to aid and to
provide various user processes or applications.

The cellular phone provides a mobile computing platform
which is relatively secure. The number of security attacks
targeting cellular phones is significantly lower than similar
attacks targeting personal computers (PC) due to their limited
nature. As cellular phones become more capable, it is
expected that attacks, which were traditionally used to com-
promise PCs, will migrate to cellular phones. Indeed, within
the last year, the first email worms have emerged, which target
high end cellular phones. Another trend is the fast paced
adoption of multiple internet enabled devices, e.g. cellular
phones, laptops, netbooks, etc., by individual users. It is
expected that in as short as few years, an average individual
will own several internet-enabled electronic devices. In the
light of these two trends, we make the critical observation
that, while individual devices are becoming more and more
prone to attacks, it is much harder to compromise multiple
devices simultaneously. This concept leads to an essential
element in the subject system and method. Once aspects of a
system are based on multiple platforms, it becomes harder to
compromise the security of the system.

An example cryptographic tool which can benefit from the
above observation is encryption. Encryption software has
become essential for both end users and corporations who are
concerned about protecting sensitive private data stored on
storage devices. Again, in the context of a single user, the
sensitive personal data is usually stored in the PC and is
accessed by the user and other trusted individuals. However,
when the PC is stolen or lost, the user may incur significant
loss. Recent studies show that owners of laptops that have

10

15

20

25

30

35

40

45

50

55

60

65

2

been stolen are more concerned about their private data rather
than the loss of the equipment itself. The situation is even
worse in the corporate setting where numerous users share
sensitive corporate data on multiple devices. These concerns
have led many software vendors to release file encryption
tools. However, one may argue that the weakest aspect of file
encryption tools (and other cryptographic operations) is key
management.

The same as the above can be said about different crypto-
graphic operations. For all of these reasons, it has become
important to provide systems and methods for securely per-
forming cryptographic operations.

SUMMARY

The present system uses multiple digital devices with pos-
sibly different users operating in concert, for performing
authentication and other cryptographic operations. The mul-
tiple digital devices include, for example, a mobile device
such as a cellular phone, as a central building block.

More particularly, the present system and method is
directed to using information obtained from a mobile device,
such as a cellular telephone (the “root” device), to enable a
different entity running on a different device (the “host”
device)to perform a cryptographic operation. The host device
can be any electronic device which needs to perform a cryp-
tographic operation, such as encrypting files, digitally signing
documents, authenticating a host to a third party, and the like.
Moreover, communication between the root and the host can
go through a third party (such as a server) which can partici-
pate in the enabling of the cryptographic operation. As an
example, a user may practice the inventive method to encrypt
(cryptographic operation) files on a PC (the host) using a
mobile phone (the root device).

The present system, which performs a cryptographic
operation on a content signal, comprises m root devices, each
root device being adapted for generating an associated root
identity signal associated with each root device. Each root
identity signal is representative of a substantially unique char-
acteristic of its associated root device. The system further
comprises a host device for generating a host signal associ-
ated with the host device, wherein the host device is possibly
distinct from the m root devices. A third component of the
inventive system is a key generator responsive to both the host
signal and at least one of the m root identity signals. The key
generator generates at least one cryptographic key signal in
accordance with a key generation rule, from the received host
signal and the m root identity signals. A cryptographic opera-
tion device, responsive to the key generator cryptographic key
signal, performs a key-based cryptographic operation on the
original content signal to generate a crypto content signal.
The cryptographic operation may include encryption, genera-
tion of a digital signature, authentication of the host device to
a third party, or any other applied cryptographic application.
In an embodiment of this system, m is greater than or equal to
1.

In an embodiment of the present system, the host signal is
representative of a unique characteristic of the host device.
The system may further include an intermediate device
adapted to selectively transfer at least one of the root identity
signals to the key generator. In an embodiment, the root
device is amobile device, such as a cellular telephone, and the
host device is a computer, such as a PC. In alternative embodi-
ments, the key generator is part of the host device, and the
cryptographic operation device is part of the host device.

Another innovation which contributes to the present sys-
tem and method, is the usage of physical identifiers. While
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many devices are manufactured to be identical it has become
clear that such a goal is impossible to achieve. Even when
devices seem identical on a logical, operational or structural
level, such devices present a level of difference in their physi-
cal structure. This is due to a phenomenon known as manu-
facturing variability. As described in the incorporated refer-
ence, U.S. patent application Ser. No. 12/838,021, as filed Jul.
16, 2010, herewith, manufacturing variability can be mea-
sured using a software-only approach. In accordance with the
methods and systems of that incorporated reference, the
present system and method derives a unique physical identi-
fier for a device. That identifier is used as a root identity signal
and, in some embodiments, the host signal, in the systems and
methods described above, yielding a unique way to carry out
cryptographic operations which simultaneously depend on
the physical structure of several devices. As a consequence,
cryptographic operations can be made unclonable and inher-
ently unique to the set of devices used in carrying out these
operations.

For example, the root identifier of the system is a finger-
print FP associated with a mobile device, such as a cellular
phone. In one embodiment, the system includes a kit for
generating an identifier for a computing system. The kit
includes: (i) a computing system, having at least one compo-
nent and including a processor and an operating system resi-
dent thereon; (2) a computer program embodied in a
machine-readable medium, and adapted to be run by the
operating system on the computing system. The program
includes instructions which, when run by the operating sys-
tem, generate a digital identifier value. The digital identifier
value is substantially representative of a manufacturing varia-
tion of at least one component of the computing system rela-
tive to like-manufactured components. In an embodiment of
the kit where the computing system includes a computer and
an associated memory, the memory is the component for
which the digital identifier is generated, and the digital iden-
tifier value is representative of manufacturing variation-based
variations of a measured stored information retrieval time
associated with the memory.

The computing system may be: (i) a computer, including at
least one integrated circuit (wherein the integrated circuit is
the component); (ii) a telephone, including at least one inte-
grated circuit, (wherein the integrated circuit is the compo-
nent); (iil) a camera, including at least one integrated circuit
(wherein the integrated circuit is the component); (iv) a cam-
era and an associated image sensor (wherein the image sensor
is the component); (v) an audio device and an associated
microphone, (wherein the microphone is the component);
(vi) an audio device of a computer and an associated micro-
phone, (wherein the microphone is the component); (vii) a
computer and an associated display, (wherein the display is
the component); (viii) a computer and an associated internal
memory, (wWherein the memory is the component); or (ix) a
computer and an associated external flash memory, (wherein
the flash memory is the component).

The kit may further include a coupler for selectively load-
ing the computer program onto the computing system. In such
an embodiment, the coupler is selectively operable to obtain
the computer program by way of the internet, for loading onto
the computing system.

In an embodiment, the program includes instructions
which, when run by the operating system, perform further
operations, such as processing the digital identifier value to
generate redundancy information therefrom, or generating an
identity string from the digital identifier value and the redun-
dancy information, wherein the identity string is representa-
tive of the identity of the computing system. In an embodi-
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4

ment, the identity string is a privacy amplified version of a
digital identity value. In alternate embodiments, the genera-
tion of the digital identifier value is pursuant to at least one: (i)
noise reduction step; (ii) de-noising filtering step; or (iii)
post-processing step. In an embodiment, the redundancy
information is a result of an error checking and correction
method. The generation of the identity string may be pursuant
to at least one fuzzy extraction processing step.

The root identifier further includes computer program
embodied in a machine-readable medium, and adapted to be
run on a computing system, wherein the program includes
instructions which, when run by the operating system, gen-
erate a digital identifier value. The digital identifier value is
substantially representative of a manufacturing variation of at
least one component of the computing system relative to
like-manufactured components. In an embodiment, the pro-
gram provides further instructions which, when run by the
operating system, process the digital identifier value to gen-
erate redundancy information therefrom, and generate an
identity string from the digital identifier value and the redun-
dancy information. In such an embodiment, the identity string
is representative of the identity of the computing system.

In one embodiment, the generation of the digital identifier
value is pursuant to at least one: (i) noise reduction step; (ii)
de-noising filtering step; or (iii) post-processing step. In an
embodiment, the computer program generates the redun-
dancy information pursuant to an error checking and correc-
tion method. The generation of the identity string is pursuant
to at least one fuzzy extraction processing step, and may be a
privacy-amplified version of digital identity value.

A method for a root identifier of the type that may be used
with the present method, is one that is performed on a com-
puting system in response to a computer program, and which
includes the step of generating a digital identifier value asso-
ciated with the computing system, which digital identifier
value is substantially representative of a manufacturing varia-
tion of at least one component of the computing system rela-
tive to like-manufactured components.

That method includes the further steps of: (i) processing
the digital identifier value to generate redundancy informa-
tion therefrom; and (ii) generating an identity string from the
digital identifier value and the redundancy information,
wherein the identity string is representative of the identity of
the computing system. In alternate embodiments, the step of
generating the digital identifier value includes at least one: (a)
noise reduction substep; (b) de-noising filtering substep; or
(c) post-processing substep.

In an embodiment, the step of generating the redundancy
information includes at least one error checking and correc-
tion substep. The step of generating the identity string
includes at least one: (i) fuzzy extraction processing substep;
or (ii) privacy amplifying substep.

In another embodiment of the inventive system, the root
identity signal is an “on-demand” or “on-the-fly” signal. The
inventive system may further include a receiver responsive to
the host signal and at least one of the m root identity signals,
for performing an inverse of the cryptographic operation on
the crypto content signal, to re-generate the original content
signal. In an alternative embodiment of this inventive system,
the receiver is responsive to n of the m root identity signals to
invert the cryptographic operation, wherein m is greater than
1 and n is greater than 1 and less than or equal to m.

In practicing the inventive method, information obtained
by the host from the root device enables the host to complete
the cryptographic operation. The host stores information,
which is merged with information received from the root
device, to generate merged information. The merged infor-
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mation is used to configure a cryptographic operation. One
embodiment of the inventive method utilizes two binary
strings x (which is stored at the root device) and y (which is
stored at the host device). To encrypt a file, the root device
(e.g., cellular phone) obtains x from the host device (e.g., PC)
and then performs a merging operation between x and y to
create the merged string z. An example of a very simple
merging operation between x and y is the exclusive-OR of the
two strings; i.e., z=x@y. The new string z is used as the
encryption key for the encryption operation.

In certain instances, the information provided by the root
can be made essential to the completion of the cryptographic
operation carried out by the host. This ensures that the host
alone is not capable of carrying out the cryptographic opera-
tion. This concept can add a substantial level of security
especially when the information retained by the root is only
disclosed upon the permission of the owner of the root. The
cryptographic operation would therefore not be completed
until the owner of the root authorizes the operation.

A more advanced embodiment of the present system and
method can use multiple roots corresponding to different
owners. The host requires information from a number of the
roots before the cryptographic operation can be carried out.
The host collects the information from a subset of the avail-
able roots and merges all the information together with the
host information and uses the merged information to carry out
the cryptographic operation. Part of the work carried out by
the host can be performed by the third party, such as produc-
ing the merged information. In that example, the host submits
its request for merged information for a specific crypto-
graphic task together with the host information y. Thus,
implementing that embodiment, m owners may encrypt a
document in a way that at least n of these owners must
authorize access to the document before the document is
actually accessed. Due to the mobile nature of the present
method, once any entity attempts to access the target docu-
ment, all owners are asked to authorize their cellular phones
to provide their root information. Finally, the document can
be accessed only when n (where n is less than m) of the
owners have authorized their cellular phones to provide their
root information. This process could also be carried out
through a server which keeps track of the merged information
and all participants of the encryption of the document. The PC
where the decryption takes place can send the host informa-
tion to the server, which collects the root information from
each of the participating user cellular phones. If a sufficient
number of the participants authorize the decryption, then the
server can send the decryption key back to the PC where the
document is decrypted and accessed.

In some forms of the present method, the inverse crypto-
graphic operation depends on a key generation rule used by
the key generator. In other forms, the inverse cryptographic
operation depends on a key generation rule derived from the
crypto content signal.

In some forms of the present method, the crypto content
signal represents an encrypted file and the inverse crypto-
graphic operation is to decrypt the file. In some forms, the key
generation rule is any access policy for the encrypted file. In
other forms, the key generation rule is stored and attached to
the encrypted file. In some forms, the root device is a mobile
phone. In other forms, the device is a hand held device.

In some forms, the cryptographic operation is encryption.
In other forms, the cryptographic operation is a generation of
a digital signature. In still other forms, the cryptographic
operation is authentication of the host device to a third-party.

Thus, in accordance with the present system and method,
by distributing the operations over several devices/platforms
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and requiring a human interaction, a user will no longer need
to remember a password in order to access his encrypted
information. Similarly, two users will no longer need to share
akey in order to securely communicate. One user can simply
encrypt the information, send it, and remotely authorize
access to the information when the recipient attempts to
access the information.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1A is aschematic diagram showing an embodiment of
the present system.

FIG. 1B is a schematic diagram showing an alternate
embodiment of the present system.

FIG. 1C is a schematic diagram showing yet another alter-
nate embodiment of the present system.

FIG. 2 is aflowchart showing an embodiment of the present
method.

FIG. 3 is a flowchart showing the embodiment of the
present method used as a password wallet.

DETAILED DESCRIPTION

As used in the present description, the following terms
have the following working definitions. A “root” is essentially
a mobile device, such as a cellular telephone, that is used by
the system as a source of information needed to enable a
cryptographic operation on the host. In alternative embodi-
ments, more than a single root may participate in the crypto-
graphic operation of the system. The “host” device performs
the cryptographic operation. For completion of the crypto-
graphic operation the host requires information from the
root(s). The “server” is any third party that acts as an entity
between the root(s) and the host. In certain embodiments, the
server performs some mathematical operations on the infor-
mation provided by the root(s) or the host. The “root(s) infor-
mation” is information retained by the root(s). This is typi-
cally referred to using the symbol x and can be a simple binary
identifier stored by the root(s). In a preferred embodiment, x
represents a fingerprint of the root hardware where the infor-
mation would be extracted directly from the root hardware
rather than stored in memory. When there are several roots,
the information for root i is referred to as x,.

As used herein, “host information” is information retained
by the host. This is typically referred to using the symbol y.
The “merging function” is a mathematical operation used to
combine the information from the root(s) and the host, and is
referred to using the symbol f. The “combined information”
is the output of the merging function, and is referred to using
the symbol z. In fact, z=f(x,y). When there are n roots, then
7z=f(X, Xs, - - . , X,,, ¥). The “cryptographic operation” is the
operation that the host tries to perform using combined infor-
mation z. This is referred to using designation E_( ). “Owner”
of the root(s) refers to any entity that has control of the root
device(s), whereas “Owner” of the host is any entity that has
control of the host.

The present system 100 is shown generally in FIG. 1A. In
that illustrated embodiment, the system includes at least one
root device 102, 102'. The root device 102 preferably is a
mobile telephone, or may be any other mobile device such as
apersonal digital assistant (PDA), personal information man-
ager, portable media player, or other cellular, wireless, or
network device capable of transmitting data from one loca-
tion to another. Each root device 102, 102' may be owned by
the same or different users, and each generates a substantially
unique root identity signal. Upon request by the host device
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104, this root identity signal is transmitted to a key generator
106, which collects the root identity signal from each n root
devices.

The inventive system 100 further comprises a host device
104 capable of performing a cryptographic operation. The
host device 104 may be any electronic device that stores
information that requires cryptographic manipulation. The
information subject to cryptographic operation may be stored
in one or more memory devices resident in or in communi-
cation with the host device 104. The information may include
files to be encrypted, documents subject to digital signature,
files or information to be authenticated. The host device 104
may be a personal computer, or other electronic storage
device, that generates a substantially unique host signal. The
host signal necessarily must be distinct from the root identity
signals generated by the n root devices 102, 102'. The host
device 104 is associated with a host owner, which initiates a
request to perform a cryptographic operation on predeter-
mined content resident with the host device 104.

The inventive system 100 includes a key generator 106,
which is in electronic communication with the root devices
102 and the host device 104 to receive the root identity signal
from one or more of the root devices 102, 102" and the host
signal associated with the host device 104. The root device
102 may be in direct communication with the key generator
106, or in communication via an intermediate device 110, as
shown in FIG. 1B. The intermediate device 110 may be a third
party server, such as found on the internet, such as via a cloud
computing service or other third party server service. In
response to receipt of a root identity signal from a root device
102, together with a host signal from a host device 104, the
key generator 106 generates at least one cryptographic key
signal, described in further detail below. The cryptographic
key signal is directed to and received by a crypto operation
device 108, which performs a key-based cryptographic
operation on the original content signal.

As illustrated in FIG. 1C, in one embodiment of the inven-
tive system, the key generator 106 and the crypto operation
device 108 reside as devices in the host device 104. The key
generator 106 mixes identifiers and information originating
from different root devices in order to produce a key which
obeys certain key generation rules. These rules can be prede-
termined for the generator or can be changed for different
signals. Therefore, the key generation can manifest itself in
different forms depending on the generation rules that govern
the key extraction. As a simple example of a generation rule
and a key generator, m initial signals can be used to generate
a key where the generation rule is that only n<m signals are
needed to regenerate the same key. In such a case the key
generator can use a simple (n, m) secret sharing scheme to
realize the generation rule. The crypto operation device rep-
resents the system which carrys out the crypto operation. If
the crypto operation is to encrypt a file, then the device would
be the processor which will encrypt the file.

The present method, as shown generally in FIG. 2, begins
when the owner of a host initiates a cryptographic operation
to be executed on the host 201. The host then forwards the
request along with the host information to the server which
services the owner’s request by sending authorization
requests to the m roots associated with the cryptographic
operation 202, where m is greater than or equal to 1. When the
roots receive the cryptographic operation request, each root
requests 203 an authorization for the cryptographic operation
from its owner 204. If the cryptographic operation is not
authorized by the owner 205 of any root, the corresponding
root does not send any information back to the server 206. On
the other hand, when the owner of the root authorizes the
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cryptographic operation 207, the root then sends the root
information (x, for root 1) back to the server 208. The server
checks whether more than nroots have returned root informa-
tion 209, where n is less than or equal to m. If the number of
roots responding with root information is less than n 210, then
the server cannot perform the merging operation to produce
the merged information z and declines to perform the cryp-
tographic operation 211. If more than n roots provide their
root information 212 then the server can compute the merged
information z=f(x,, X5, . . ., X,,, y) and forwards z to the host.
Finally, the host performs the cryptographic operation E_ 213.

An example of applying the present method to achieve a
password wallet is shown in FIG. 3. The example begins
when the owner of a host attempts to access a personal
account or internet based information using the host 301. The
host then forwards the request to the server which services the
owner’s request by sending authorization requests to the root
associated with the owner of the host 302, this root can be the
owner’s cellular phone. When the root receives the password
access request it requests 303 an authorization for the pass-
word access from its owner 304. If the password access is not
authorized by the owner 305 the root does not send any
information back to the server 306. On the other hand, when
the owner of the root authorizes the cryptographic operation
307, the root then sends the root information back to the
server 308. The server checks whether the root have returned
root information 309. If the root responded with root infor-
mation 310, then the server declines to requested password
311. If the root provides the root information 312 then the
server can forward the requested password to the host.
Finally, the host can allow access to personal of internet based
account 313.

EXAMPLE 1

Encryption software is initially downloaded to both a PC
and a cellular phone. Once the software is running on both
platforms, it communicates with a designated server. The
software running on each platform presents a number of
identifiers used to uniquely determine the identity of the
platform. For the cellular phone, these identifiers may include
the phone serial number, the phone number, the international
mobile equipment identity (IMEI), or any other relatively
unique phone identifier. Even more specifically, some of these
identifiers can be fingerprints of the target phone hardware
reflecting the manufacturing variability which uniquely iden-
tifies each phone. These different phone identifiers can be
labeled Ix,, Ix,, . . ., Ix;. Upon receiving these identifiers the
server computes the hash of the phone identifiers along with
a random string Rx generated by the server to produce an
extra identifier for the phone. So, the server computes
Ix,,  =Hp(Ix,, IX,, . . . , IX;, Rx) where H is a cryptographic
hash function configured with the secret key K which is stored
by the server. The step will basically customize the cellular
phone software and make it different from other copies of the
same software. In addition, the server computes Px,=f(Ix,) for
i=1 ... k+1 where () is an (1-1)-degree polynomial over a
finite field with the zero intersection labeled S and k+1<1<3
(k+1). The server sends the computed points Px, to the cellular
phone together with the new ID Ix,, ;, where both get stored in
the cellular phone memory for future authentication. The PC
can carry out a similar communication session with the server
where the PC sends a number of identifiers, labeled Iy,
Iy,, ..., Iy, Next, the server repeats the process used with the
cellular phone and computes ly,, ,=H (Iy,, ly,, ..., Iy, Ry)
together with Py =f(ly,) fori=1 . . . k+1 where Ry is a random
string generated and stored by the server. The PC stores the
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computed points Px; together with the new ID Ix,, ,. As a final
step of this enrollment process, the server generates a number
of random strings labeled 1z,, 1z,, . . ., I7,,, and computes
Pz=f(Iz,) fori=1...k+1 all of which are kept in the same data
base entry as the Px,, Px,, Rx, ly,, Py,, Ry strings. Now using
1-pairs of the form (1,f(1)) constant coefficient of the polyno-
mial f, i.e. S=f(0), can be computed using interpolation.
Because k+1<l1 neither the PC nor the cellular phone can
independently compute S. Therefore, whenever S needs to be
computed the PC and the cellular phone must collaborate.
This process of hiding S is basically the classical scheme for
secret sharing and can therefore be substituted with any other
secret sharing scheme generally known and used by those
skilled in the relevant art.

In order to encrypt a file F the PC software computes
H Ky(F) and sends it to the server, together with (ly,,
Py)), ... (1¥4s1,PYss1) where H is a hash function and K, is
a key stored by the PC. Upon receiving this information the
server sends a request to the cellular phone to authorize the
encryption operation. The cellular phone prompts the user to
authorize the encryption of the file F. If the user of the phone
authorizes the operation then the cellular phone software
sends back to the server (Ix,, Px,), . . ., (IX4,, PX;,,). The
server can use interpolation to compute the polynomial f and
retrieve the secret key S. Afterwards, the server computes the
encryption key K, ~=H(S,H(F)) and sends it back to the PC.
Finally, the PC uses the encryption key K. to encrypt the file
F before completely discarding the key K. The PC then
stores the encrypted version of the file together with the hash
of the file for future use. When the user desires to access an
encrypted file, the communication scenario used for encryp-
tion can be repeated to retrieve the encryption key which can
be used to decrypt the file.

In this example use scenario, the PC does not retain the
encryption key, only the encrypted file, the hash of the file, the
hash key, and a number of identifiers for the PC. Many fea-
tures can be slightly modified to achieve higher levels of
convenience for the end user. One such modification is to give
the user the option to allow an authorization for a specific
period of time. This would allow many encryption/decryption
operations to take place within a pre-set time duration without
requiring the user to authorize every operation. Another,
modification would be to allow a direct communication
between the PC and the cellular phone without going through
the server. In such a case, the server tasks can be given to
either the PC or the cellular phone. All variations provide the
same essential service and implement the present system and
method.

EXAMPLE 2
Authentication and Password Wallets

Another example use scenario that embodies the present
system and method is authentication. Building on a similar
protocol as described above in the Example 1 encryption
usage scenario, the present system and method includes
retaining passwords and providing authentication. Current
password wallets retain the passwords on a user’s PC.
Although this is convenient, it is not secure. Any user of the
PC can utilize the same passwords and therefore impersonate
the original owner of the passwords. As a solution to this
problem, a password wallet can retain all PC passwords in an
encrypted format in a way similar to the file encryption imple-
mentation outlined above. Using the present system and
method, a user would be required to authorize the usage of
passwords through the user cellular phone before each pass-
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word can be used. Any other user of the PC would not be able
to use the passwords unless they also had possession of the
cellular phone.

To establish a more secure and convenient embodiment of
the present system to achieve authentication, a password wal-
let can be retained encrypted on the user or other target
cellular phone. In this embodiment, the PC does not even have
the passwords except at the time of use. Moreover, this allows
a user to use the passwords in an auto-fill fashion on any
trusted computer.

The various methods described above may be embodied in,
and fully automated by, software code modules executed by
one or more general purpose computers. The code modules
may be stored in any type of computer storage device or
devices (hard disk storage, solid state RAM, and the like). The
steps may be implemented using any type of computer stor-
age device or devices, and using any type or types of data
repositories (relational databases, flat files, caches, and the
like) to store any data.

As will be appreciated, various combinations of the fea-
tures and methods described herein may be incorporated into
a given system according to the present system. Accordingly,
all combinations of the disclosed features and methods fall
within the scope of this disclosure.

Although this system and method has been described in
terms of certain embodiments, other embodiments that are
apparent to those of ordinary skill in the art, including
embodiments which do not provide all of the benefits and
features set forth herein, are also within the scope of this
invention. Accordingly, the scope of the present system and
method is defined only by reference to the appended claims.

What we claim is:

1. A system for performing a cryptographic operation on a
content signal, comprising:

A.m rootdevices, wherein a root device is a mobile phone,
each root device generating an associated root identity
signal, each root identity signal being representative of a
substantially unique characteristic of its associated root
device, wherein the root identity signal is digital finger-
print of a substantially unique manufacturing variability
characteristic of the associated root device, wherein the
step of generating the root identity signal includes at
least one of: (i) a noise reduction step or (ii) a de-noising
filtering step,

B. ahost device for generating a host signal associated with
the host device, wherein the host device is distinct from
the m root devices,

C. a key generator responsive to the host signal, wherein
the key generator is part of the host device, and a plural-
ity of root identity signals, for generating at least one
cryptographic key signal based at least in part on a key
generation rule, the host signal and the plurality of root
identity signals, and

D. a cryptographic operation device responsive to the cryp-
tographic key signal, for performing a key-based cryp-
tographic operation on the content signal, to generate a
crypto content signal, the crypto content signal requiring
at least two root identity signals from the m root devices
for duplicating or reversing the key-based cryptographic
operation.

2. A system according to claim 1 wherein the host signal is
representative of a unique manufacturing variability charac-
teristic of the host device.

3. A system according to claim 1 wherein m=2.

4. A system according to claim 1 wherein m is greater
than 1.



US 8,842,827 B2

11

5. A system according to claim 4 wherein the cryptographic
operation device is part of the host device.

6. A system according to claim 1 further comprising an
intermediate device adapted to selectively transfer at least one
of the root identity signals to the key generator.

7. A system according to claim 1 wherein the host signal is
digital fingerprint of a substantially unique manufacturing
variability characteristic of the host device.

8. A system according to claim 1 wherein the root identity
signal is an on-the-fly-generated signal.

9. A system according to claim 1 further including a
receiver responsive to the host signal and at least two of m root
identity signals, for performing an inverse of the crypto-
graphic operation on the crypto content signal, to re-generate
the content signal.

10. A system according to claim 9 wherein m=2.

11. A system according to claim 9 wherein the receiver is
responsive to the m root identity signals for performing an
inverse of the cryptographic operation on the crypto content
signal, wherein m is greater than 1.

12. A system according to claim 9 wherein the receiver is
responsive to n of the m root identity signals for performing
an inverse of the cryptographic operation on the crypto con-
tent signal, wherein m is greater than 1, and n is greater than
1 and less than m.

13. A system according to claim 9 wherein the inverse
cryptographic operation depends on a key generation rule
derived from the crypto content signal.

14. A system according to claim 9 wherein the crypto
content signal represents an encrypted file and the inverse
cryptographic operation is to decrypt the file.

15. A system according to claim 14 wherein the key gen-
eration rule is stored and attached to the encrypted file.

16. A system according to claim 14 wherein the key gen-
eration rule is an access policy for the encrypted file.

17. A system according to claim 1 wherein a root device is
a hand held device.
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18. A system according to claim 1 wherein the crypto-
graphic operation is encryption.

19. A system according to claim 1 wherein the crypto-
graphic operation is a generation of a digital signature.

20. A system according to claim 1 wherein the crypto-
graphic operation is a retrieval of a password.

21. A system according to claim 1 wherein the crypto-
graphic operation is an authentication of the host device to a
third-party.

22. A method for performing a cryptographic operation on
encrypted content, comprising:

requesting, by a hardware processor, authorization to

decrypt the encrypted content from a first set of root
devices from a superset of m root devices, wherein a root
device is a mobile phone;
receiving a set of root identities associated with a subset of
root devices from the first set root devices, each root
identity being representative of a substantially unique
characteristic of its associated root device, wherein the
root identity is digital fingerprint of a substantially
unique manufacturing variability characteristic of the
associated root device, wherein the step of generating
the root identity includes at least one of: (i) a noise
reduction step or (ii) a de-noising filtering step;

receiving a host identity associated with a host device,
wherein the host device is distinct from the m root
devices;

generating a cryptographic key, wherein the key generator

is part of the host device, based at least in part on the host
identity, the set of root identities from the subset of root
devices and a key generation rule;

and performing a key-based decryption operation on the

encrypted content to generate content, the decryption
operation requiring at least two root identities from the
mroot devices for successfully decrypting the encrypted
content.



